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* Protection Theory
* What is a ground? | ¢ 4
* Principals to protect you “
* Radio equipment | &
* Station Accessories__
» Wireless IP equipmer

* Products available I

What we will talk about today?

J‘
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k. AMERICA

AFRICA

SOUTH
AMERICA

U

|

FIGURE 4-1 LIGHTNING ACTIVITY, THUNDERSTORM DAYS PER YEAR

Lightning Activity

3/13/21

FIGURE 4-2 LIGHTNING ACTIVITY, FLASH DENSITY (FLASHES PER SQUARE KILOMETER PER YEAR)

* Serious lightning activity in Colorado

* From Standards and Guidelines for Communication Sites by Motorola Solutions

RMHAM University - Lightning Protection
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Recommended Reading
“Lightning Protection for the Amateur Station” by Ron Block, KB2UYT

https://wrblock.com/StationProtection/Part-1.pdf

By Ron Block, KB2UYT

Lightning Protection for the
Amateur Station

Part 1—Lightning protection can be a serious issue for amateurs. In the
first of this three-part series, the author leads us through the process of
developing a protection plan. Next: how to protect your equipment. The
final part will cover the process of creating an effective ground system.

A three part article series
https://wrblock.com/StationProtection/Part-1.pd

https://wrblock.com/StationProtection/Part-2.pd
https://wrblock.com/StationProtection/Part-3.pd

e

3/13/21 RMHAM University - Lightning Protection 6



Recommended
Reading

This is one of the Bibles of
Commercial Communication Site
Grounding

Most Public Safety radio sites being
currently installed reference this
publication

Google is your friend ...
Lands ROW

3/13/21

@ MOTOROLA

STANDARDS AND GUIDELINES
FOR COMMUNICATION SITES

® 2005 MOTOROLA, INC.
ALL RIGHTS RESERVED
PRINTED IN U.S.A.
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Divide and Conquer

As the lightning
strike seeks a path
to ground, we
desire the voltage
and current to
decrease

At each ground
point we desire a
low resistance and
low inductance
path to ground

3/13/21

What is the flow?

The ground ring
and ground radials
also provide a
capacitive couple
to ground

A: Grounding Radials
B. Tower Ground Bus Bar and Down Conductor
C.G Grounding Cond

D. Buried Fuel Tank Grounding Conductor
E. External Ground Bus Bar

F. Shelter Ground Ring

G. Fence Grounding Conductor

H. Ground Ring Bonding C @2

I. Tower Ground Ring
J. Earthing Electrodes (Ground Rods)

RMHAM University - Lightning Protection
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A typical home station

* Big tower!
* Adequate ground?
* Interconnected grounds?

 Single point or master ground?

* Is your equipment the connection
between grounds?

* Oris your equipment the bird on a
high voltage wire?

3/13/21

Air terminal -~

extends above
antenna

Use down conductor

if tower is not

3/16-inch-thick

metal

Ground
Termination

Air Terminal
\ and Cable

Surge

—~ |l| protective

devices on

signal and

power lines

entering house eir Terrninéils and
{ able on Chimney

Interconnect
grounds

_______

r* “7 -
* ]
Interconnect
grounds

f

/ l§urge : -
/' Protective h

.~ Device \ ~

/ Cable

Connection \< ) / Connection

_~~"  to Water Pipe

RMHAM University -

Typical Residential Lightning Protection System

2018 East Coast Lightning Equipment. Inc.

Lightning Protection 11




UOHOS10Ud SUILAYSII=ATISIoAIUN INVHINY

BUILDING
STEEL

Single Point

Ground
(simple)

TO SUPPLY
TRANSFORMER

SERVICE

K] EQUIPMENT

GROUNDED TO LIGHTNING
CONDUCTOR PROTECTION SYSTEM

L.
r

METAL
WATER
PIPE

pall

CONCRETE
ENCASED
ELECTRODE

GROUND RING

GROUND ROD

' 4-3 COMMON GROUNDING EXAMPLE

3/13/21
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Typical Comme
Ground Systerg

¥

3/13/21

A: Grounding Radials

B. Tower Ground Bus Bar and Down Conductor
C. Cond

D. Buried Fuel Tank Grounding Conductor

E. External Ground Bus Bar

F. Shelter Ground Ring

G. Fence Grounding Conductor

H. G 1 Ring Bonding Cond (2 mini
1. Tower Ground Ring

J. Earthing Electrodes (Ground Rods)

RMHAM University - Lightning Protection
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Exothermic Connections

Anything outside needs a weatherproof ground

Exothermic is best
Clamp is OK
Inspect for corrosion on a regular basis

My Pick: CAD Weld / Ultraweld
Multiple brands available

RMHAM University - Lightning Protection




NOTE: Coaxial ground kits ar*
integrated panel and

2y PORT BULKHEAD (OuTSIN®

Entry Panel

3/13/21 RMHAM University - Lightning Protection
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Entry Panel

NOTE: Coaxial ground kits are located within the
integrated panel and are not shown.

3/13/21
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Inside the Repeater Shelter

(or inside your shack)

. a dina C
Typical each cable tray joint and to

bond the cable to the MGB.

Equipment Grounding Conductor.
Typical at each Cabinet, Rack and

Air Intake  Equipment

UPsS Jﬁ:b;:r:_“q_';;‘é:c‘a’:";:gh Eq“'”'“‘"_“ c"“‘f"s' Interior Perimeter  louver  Grounding
pR— TR/ ey it e
ity apparatus.
Panelboard o 5 T
T * All grounds inside the building
Seome e S : :
grille Typical connecttoa Slngle point
Telecommunications each unit.
cable entry port S Q ao_.* ”
Taremea_ T P * Note: Orange wire “ring
Line entry port Ground Bus
or - L— B = * Note: Green wire stubs
PR ik N I A AN B '
M . .
* Lightning must not travel to
Electrical Sérvice
ground * 1
- " 4’"‘""‘ G"’@":MMGB DoorENY  Groan-jacketed  C20'° TrY Green-jacketed  Interior Perimet g St d t h et g h t h = eq = p ment
Eug;'%‘:i:::ggt e:l::hn :s;‘:‘;ﬁ;ﬁ?‘!’;}s. Exhaust Fan Ground Bus Ground Bus conductor  Ground Bus

conductor

* NOTE: No exterior ground system conductors shown. Electrical service grounding electrode
conductor must be bonded to external site ground system.

FIGURE 5-1 STAND-ALONE SHELTER WITH COMMON ENTRY LOCATION

RMHAM University - Lightning Protection 3/13/21



* Don’t daisy chain grounds
within your rack

P rO p e r R a C k G rO u n d | n g * Everything connects back to

the Master Ground

* Note: Rack cabinet mounted
rails

* Equipment grounds connect to

Unacceptable Method Acceptable Method 1
. P mounted rails
< Tomce € —
ToMGB A/_,_,y
‘L ‘ 2. * Rack rails are not connected to
conductors Ccn:::lors :‘Iway
routed towar
nd | o -
e e = % ground at bottom of rack (and
— : = y, might also be insulated from
e - the floor)
conauc:orrz :wnlcm.t e o O r
round int. .
e mice = B ==
) o= bolt. Typical each A
[~ Unacceptable series or connection point —
“daisy chain® connection . Properly sized . vesmoau
method. hardware shall be MOUNTED |
o used. —]
Equipment A 1 ———
ground ——— e
Coﬂﬂeﬂroﬂ
point. [~ Ground bus /
conductor or bar 3
Equipmsné Sﬂrg:;n‘:;g \
Typical each chassis RAOIUS WUST £
and rack MAINTAINED O 8
Equipment Rack Equipment Rack
Unasceplable series or “daisy Individual equipment grounding conductor
chain® connected equipment for each connection paint to ground bus
conductor.

grounding conductors.

GURE 5-17 ACCEPTABLE METHODS FOR BONDING FROM THE EQUIPMENT TO THE MC
FIGURE 5-20 DAISY CHAIN GROUNDING NOT ALLOWED

RMHAM University - Lightning Protection 3/13/21



Conductor
Bends

RMHAM University - Lightning Protection
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The radius of any bend shall not
be less than 203 mm (8 in.)

90 degrees
minimum

The angle of any bend shall not
be less than 90 degrees.

FIGURE 5-13 ACCEPTABLE GROUND CONDUCTOR BENDING

3/13/21
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s+ June 2002

CATV - ~
120V, 1A Clock earv H

120V, 1A

- Figure 5 shows a typical oot R

amateur station e -

440 Mz, 45wt ot

) 8010 100, 1 kW 201 S e )

- Figure 6 shows “the box” 1203, 1 —[Fone] oy
Anything going in or out of “the — =]

box” must have protection I ot et B
H &
- There must be a single master ”'ﬁ mvaab
ground to “the box” van) v aal]

1
Telco (

- Otherwise things will go boom Toon f—s

\ J

Figure 5—Block diagram of a typical more-complex radio station. Figure 6—Lines that penetrate the circle are the radio station
VO circuits that must be protected.
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Ham Grade Surge Arrestors

ANTE NNA *
18-850Lu.¢

® g s
®

PolyPhaser makes excellent arrestors

3/13/21

A variety of RF arrestors
* Most typical connectors available
* Varied frequency range and power handling

Telephone line and rotor available
* AC power (120VAC and 220VAC)

RMHAM University - Lightning Protection 22




From the ARRL Handbook

N\ Concrete Tower
N Base e
~ -~
L R
To Station
HBKOS_03-06 Ground

Fig 28.8 — Schematic of a properly
grounded tower. A bonding conductor
connects each tower leg to a ground rod
and a buried (1 foot deep) bare, tinned
copper ring (dashed line), which is also
connected to the station ground and
then to the ac safety ground. Locate
ground rods on the ring, as close as
possible to their respective tower legs.
All connectors should be compatible with
the tower and conductor materials to
prevent corrosion. See text for conductor
sizes and details of lightning and voltage
transient protection.

RMHAM University - Lightning Protection

Suppliers of Lightning

Protection Equipment

For current vendor contact informa-
tion, use your favorite Internet search
tool.

* Alpha Delta Communications: Coax
lightning arrestors, coax switches with
surge protectors.

* The Wireman: copper wire up to
#4 AWG, 2-inch flat copper strap,
8-ft copper clad ground rods and
1 x Y-inch buss bar.

* ERICO International Corporation:
CadWeld bonding system and lightning
protection equipment.

» Harger Lightning & Grounding: light-
ning protection components.

* Industrial Communication Engineers,
Ltd (ICE): Coax lightning arrestors.

* PolyPhaser Corporation: Many light-
ning protection products for feed lines,
towers, equipment, and so on.

» Zero Surge Inc: Power line surge
protector.

* Short section in
ARRL Handbook
on Lightning
Protection

e Sample vendors
suggested

3/13/21 23



e (Can be used on Hardline or Coaxial Cable

Ground Kit * Best: Install on Top, Middle and Bottom of coax run on tower

¢ Minimum: Install at bottom of tower

3/13/21 RMHAM University - Lightning Protection




Surge Suppression of Ethernet Cables

TEL .4 73] | TR |

‘——e_’,,—'—:"/’ - e, ¢ - * Ethernet is challenging to suppress surges, it's very low signal

potential and surges can be of massive potential
I Bl [T T he e Ethernetis on a CAT5/6/7/8 cable on wire 1,2,3 & 6

* Ethernet surge suppressors are not expensive devices and can
be used if cable is susceptible to an outside force.

* If the cable runs outside, use shielded cable.

* Surge Arrestors in your shack or repeater shelter protect your
switch and router

* Surge Arrestors mounted at the microwave dish protects the
tower mounted electronics

RMHAM University - Lightning Protection 25
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WatchfulEyE WTH-SG/RJ45-S x2pcs
Direct in Line Plug-in Ethernet Surge
Protector

Visit the WatchfulEyE Store

¥ ¥7 ~ 15ratings | 5 answered questions

Price: $33.25 & FREE Returns

Size: 2 pes

1pes 2pes 10 pes
$17.50 $33.25 $157.50

« Ethernet Surge Protection

« Standards compliance: IEC 61000-4-5
« Data Rate: 100/1000Mbps

« Pairs Protected: 1-2,3-6,4-5,7-8

Compare with similar items

RMHAM University - Lightning Protection

Roll over image to zoom in

Basic Surge Protector

CERRXIAN Ethernet Surge Protector
RJ45 Coupler Female to Female Network
Surge Protector Outdoor Arrester
Protection Device Extension Adapter(2-
Pack)

Visit the CERRXIAN Store
* 4 Y7 ~ 95ratings | 10 answered questions

Price: §9.55 Get Fast, Free Shipping with Amazon Prime
& FREE Returns

+ PROTECTION EQUIPMENT - The Network Surge Protector
Suppressors protects against network surges.Insert a Network Surge
Protector in your network cables, to prevent network surging.This is a
good insurance policy for your expensive router and outdoor POE
antenna.

EXTENSION - Use this RJ45 Coupler to connect two network cables
into one longer network cable. When your network cable is too short
and needs 1o be extended, using this dual-pass is a very good
solution.Data transmission rate:100Mbps

SURGE PROTECTION - Built-in 8 TVS anti-detonator, prevent
lightning and other abnormal current through the network cable
damage to your computer equipment.

HIGH QUALITY - Fixed interface shielding external EML,RFL and
other i ively prevent network signal
damage.Using PC flame retardant raw materials, fire rating 100V0.
EASY TO USE - Plug and play.There is no ™In™ or ""Out™ cable side
of this device, both sides are identical RJ-45 Interface.Regardless of
whether your protected device is behind any particular side, it can
work properly by connecting the correct cables.




Surge Suppression of Ethernet Cables
with PoE

* Power over Ethernet adds more challenging issues.

. P.owelr is superimposed on the same cable as the ethernet
signals.

* Ethernetisonwirel,2,3&6
e DCpowerison4,5& 7,8

* PoE is used to run all manner of devices, cameras, microwave
radios, certain equipment with a single cable feed.

* Info on Power over Ethernet (PoE)

3/13/21 RMHAM University - Lightning Protection




CITEL MJ8-POE-A RJ Connector Based
Surge Protection for POE, Data LINE
Surge Protector, POE and GB, 60VDC,
2.5KA, UL497B

Brand: Citel

Price: $49.99 & FREE Returns

* 2.5KA

= 60VDC

= DATA LINE SURGE PROTECTOR

« POE AND GB

« RJCONNECTOR BASED SURGE PROTECTION FOR POE

Use within shelter and
connect to Master Ground

Lightning Protection at RMHAM
“In the Beginning”

* Because we're sticking these surge susceptible
devices on large lightning attractors, we need to
use proper surge devices and grounding for these
exterior locations

e Use only shielded CAT 5 and ground the drain at
the bottom

* Benefits: lowers radiated noise (Ethernet
clock tears up VHF)

* Lowers ground potential rise from near
misses and static

* High quality surge suppressors should be used any
time POE is installed outside.

* These are the devices we started using many years
ago and they are quite good devices. They work
very well and are a very trusted manufacturer.

3/13/21 RMHAM University - Lightning Protection 28




RMHAM Microwave sites

This is the good stuff
Used at RMHAM Microwave sites

Extremely robust

Lightning Protection at

Can be expensive ... unless you can find
some on eBay

3/13/21
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Ubiquiti Ethernet Surge Arrestor

Ubiquiti ETH-SP-G2 is a nice surge arrestor for the money
Ubiquiti ETH-SP-G2 Surge

* Small, easy to install, outdoor rated Suppressor/Protector
Brand: Ubiquiti Networks
Frfrfedrdr © 354ratings | 20 answered questions
5 . Price: $25.69 eturns
« Our recommendation is to place one at the top of the o

tower, and one in the shelter. Brand Ubiquiti Networks

Data Transfer 1 Gigabits Per Second
Rate

* Make sure to ground both properly!

About this item
» Weight (Approximate): 1.10 lb

* This doubles the cost, but saves equipment d

Compare with similar items

New (18) from $13.99 & FREE Shipping

* Maxwell’s Law - The combination of shielded, grounded —
ethernet cable, high quality surge suppressors and a
sufficient grounding system along with low impedance
connections from the surge suppressor, cable shield to the
ground makes a great combination.

www.baltichetworks.com
$10.90 single quantity

Example: Squaw Mountain - We lost two radios within two years before we started grounding the drain on each microwave

radio. Once we grounded the drain and started using the high-end surge suppressors, the problem went away!

3/13/21 RMHAM University - Lightning Protection 30



RMHAM Firestone
Microwave Hub

e RMHAM Microwave Hub
linking
* Horsetooth Mountain —
North

* Horsetooth Mountain —
South

e Lee Hill
* Eldorado Mountain
* Lookout Mountain
e Each dish antenna has a tower

mounted microwave radio and
Ubiquiti surge arrestor

* Sofar... knock on wood ... no
lightning induced failures

3/13/21
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SCUSSION
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Site Study #1 —
Commercial UHF
Trunked Radio System

* UHF Trunked Repeater System
* Six channels per site
* TXantenna

* RX antenna ™ ;';  — Se—
* Each with Polyphaser |

* Single point ground

* So far, no failures

3/13/21



Case Study #2 - Lookout Mountain Broadcast site

3/13/21 RMHAM University - Lighthing Protection




Lookout Mountain

R56 Compliant Ground Bus

Double hole lugs

Proper size ground wire

Copper strap for lowest
inductance e

RMHAM University - Lightning Protection



Study #3 — Public Safety P25 Trunked Site

* A work in progress when
this photo was taken

e Customer specification is
R56 compliant

* Entry Master Ground
mounted on wall with
connected

* Building ring

* Electrical mains
* Antennas

* Microwave

RMHAM University - Lightning Protection
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Rocky Mountain
Ham Radio

RMHAM University - Lightning Protection
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ANTENNA MOUNT ANTENNA TRANSMISSION

35 mm’ csa :EI#E i
(#2 AWG)
CONDUCTORS )
< 1 1] ]
EGB™

L~ ELECTRICAL

0| o 0| e

: i

GROUND RODS

FIGURE 4-56 GROUNDING OF MULTIPLE SIDE-MOUNTED ANTENNAS

3/13/21 RMHAM University - Lightning Protection
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UNACCEPTABLE METHOD ACCEPTABLE METHODS

unless the split bolt is listed for the
size and number of conductors to
be connected.

Irreversible crimp connection
(must be listed for multiple
connections)

]

To MGB Split Bolt Split Bolt
E?g:ﬂgﬁ:g il Ground Bus \ L/
Conductors Conductor (Es?::ﬁ‘rgs:g
Conductors

NOTE: Route all conductors toward the MGB.

FIGURE 5-25 BONDING TO GROUND Bus CONDUCTOR

RMHAM University - Lightning Protection 42



Entry Panel

A Cable Entrance Panel

The basic concept with transient protec-
tion is to make sure that all the radio and
other equipment is tied together and “moves
together” in the presence of a transient volt-
age. It’s not so important that the shack be
at “ground” potential, but, rather, that ev-
erything is at the same potential. For fast
rise-time transients such as the individual
strokes that make up a lightning strike, even
a short wire has enough inductance that the
voltage drop along the wire is significant, so R LT
whether you are on the ground floor, or the W i
10th floor of a building, your shack is “far” o &
from Earth potential.
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