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Preliminaries

Download this presentation from

Nttps://mi

Put your

nttps://www.rmham.org/course-syllabus/
Download WinBox from

Krotik.com/download

aptop in airplane mode

- Prevents you from configuring the wrong device

Check your worksheet


https://www.rmham.org/course-syllabus/
https://mikrotik.com/download

What is RouterOS?

* Linux based software for IP routing

- Runs all Mikrotik hardware
e Routers
« Radios

— Can also be run on x86 hardware

* License level
— 3 for client only devices
— 4-6 routers, access points, controllers

- Included with all Mikrotik hardware
* Free lifetime updates



Advantages of RouterOS

Same software on all hardware
- Radios and routers

Any interface can perform any function
- Hardware acceleration on some ports

By defaults all ports are routed
— Radios can be a bridge or a router

Easy to configure
- Great GUI and command line tools



Connecting to the Internet

* The configuration shown here is for when
the router is on a trusted network.

e Security Is a complex topic

- Use a strong password
 Disable admin and add a new full user

- Use a good firewall
* Quickset has an OK firewall
 NAT does not protect the router itself
* RMHAM use DevDB to maintain firewalls

— Disable services you do not need
* Limit services you must have



Accessing RouterOS

e WINnBox

— Convenient GUI
- MAC address access

* WebFig
— Browser based GUI using HTTP

e Command line
— ssh access or mactelnet

 API
— Convenient for programs like DevDB



WIinBox

Windows executable but runs well under WINE

Best for initial configuration
- Convenient GUI
— Access device via MAC address

Great for management

- GUI for advanced configuration
- Graphing and dynamic tables
- Remote access via ROMON

CLI and API (DevDB) convenient for some things



Setup using WinBox

* Reset device
- Remove configuration or do hard reset

e Basic configuration with WinBox
— Assign ports, IP addresses

* Advanced configuration
- Command line often most convenient
- RMHAM use DevDB for “standard” configuration

* Quick Set is sometimes OK
— Hard to undo its quirks



Configuration Overview

* |nitial Configuration for all devices
- Reset device and erase configuration
- Set system ID and password
- Label interfaces
— Create bridge and map ports
- Set IP addresses
— Configure routing
- Configure DNS
- Update software

* Rest of configuration depends on application



Mikrotik hAP Mini

RB931-2nD
- 650 MHz SMIPS CPU
- 32MB RAM, 16MB flash

RouterOS 4

3xEthernet
- 10/100

2.4GHz wifl
- 802.11b/g/n

MicroUSB for power (5V)




WIinBox via Ethernet

* Connect via ethernet
- May need static IP address depending on OS

— Click refresh
- Click on MAC Address
- Login=admin
- Password=blank | == ceeee R
» Connect = —
RRRRRRR i —
I B




Reset configutation

° Cleans Out a” al:lin@c:ED:EIJ:EE:E:I:BE{MikruTik}-WinBux{Mhit]vﬁ.da.S onh.. - o0 @
accumulated oo [stetme | somrlCDBD TS -
crud in the :

e D
configuration
* ALWAYS reset

Reset Configuration

- Wireless [[] cAPS Mode
2% Bridge Mo Default Configuration

5
=z PPP Do Not Backup
o Switch

the configuration @ =
on a new or :;Ti Ii
repurposed e

router pr radio =

B New Terminal
b Make Supout.rif
E Manual

(O New WinBox

B8l Exit




Hard Resetting the Device

» Hold RESET button while PN
- Not the MODE button

* Release RESET when green
USR LED starts flashing

— About 5 seconds

* This procedure resets the
device to factory defaults

— Clears configuration

- Resets passwords



Remove configuration

Start with a clean slate, not a canned configuration

Session  Settings Dashboard

Session: | CC:2D:E0:4E:13:8I

# Quick Set

. CAPsMAN

™ Interfaces The following defsult configuration has been in=stalled on wour router:
- Wireless

7 Bridge Welcomne to BEouterosS!

1) Set a strong router passvord in the Sy=stem » Uzers menu
. PPP 2) Upgrade the =oftware in the Sy=tem > Package=s menu
3) Enable firewall on untrusted networks

4 Switch 1) Set yvour country name to obs=erve wireless= regulations
° : Mesh L) Set antenna gain on wirele=s interface
T I BouterMode:

MPLS [ *# WAN port i=s protected by firewall and enabled DHCF client

: * ireles=s and Ethernet interface=s (except WAN port.=)

J? Routing I are part of LaN Bridge

System - LAN Configuration:

IP addre== 192.168.88 . 1-24 1= =et on bridge (LAN port)

B Queues DHCP Serwer: enabled:

; DHS: enabled;
i Files wlanl Configuration:

Log node : ap—bridgs:
" band: 2ghz-b- g-n:
&7 RADIUS tz—chains: 0:1;
» Tools F re—chains: 0;1;

) in=tallation: indoor ;

B Mew Terminal wpal: no:
b Make Supout.rif ht—exten=sion: 20-40nhz XX ;

(gateway) Configuration:
gateway: etherl :
gExjt ipd firewall: enabled;
MAT : enabled;

DHCE Client: enabled:

(D New WinBox

Remove Configuration Show Script...




Quick Set

* Set working configutation
- CPE — WiFI for WAN
- AP — Etherl for WAN
- PTP Bridge — AP and CPE

* Could make a mess when used multiple times
* Make sure you change the default password

* We will not use Quick Set today so you can get
exposed to RouterOS



Quick Set - CPE

admin@CC:2D:E0:4E:13:8B (MikroTik) - WinBox (64bit) v6.48.5 on hAP mini (smips)

Session Settings  Dashboard
Session: [CC:2D:E0:4E:13:8] |
& Quick Set N oics-t [=l|
S [ ox |
W Interfaces — Info — Configuration
o Wireless WLAN MAC Address: |CC:2D:ED:4E:13:8E | Mode: * Router ( Bridge Cancel
LT :
Bridge LAN MAC Address: |CC:2D:ED:4E:13:8A Appl
:‘ — s | | — Wireless Network —
= Switch — Wireless Address Acquisition:  Static f+ Automatic  PPPoE
e
" esh saro: I | e —
=5 1p I Channel Width: |20MHz (=] otk | |
MPLS I Country: |etsi =] Gateway: | |
J* Routing I* | Address /| Metwork ... | Channed [protdl
System I~ | [P 00:26:F2:BE:6D:2F | T3153DXC  2462/20/gn(18d.. 802.1=| Upload: | unlimited || = | bitsys
* Ducucs P 00:31:92:43:3E:C4  Starof L.. 2447/20/gn(18d... 802.1 Download: |unlimited " 3 | bitsls
: P 02:31:92:23:3E:C4 2447/20/gn(18d... |B02.1 ’
I Files P O4BF6D:ABEFD3 Cooper  2462/20/gn(l8d.. 8021 |
Log P 08:26:97:76:7C:EF  Centuryl... 2412/20/gn(18d.. B802.1
27 RADIUS P 3C:37:86:DB:02:69  NETGEA.. 2452/20-eC/gn(l.. 802.1 IP Address: |192.168.3.1 |
P 40:BB:07:AD:F%:E5 Houston  2437/20/gn(18d.. B02.1 . =
# Tools | |p 44:A5:6F:1A:A5:40 NETGEA.. 2462/20/gn{18d.. B802.1 Netmask: |255.255.255.0 (/24) [E3
B Mew Terminal P |58:EF:6B:FE:E4:C1 eff action 2417/20/gn{18d... B02.1 DHCP Server
. SAEF:6B:FE:E4:C1 etf_actio.. 2417/20/gn({18d... B0Z2.1
Make Supout.rif = | :
4 e .. 6C:3B6BBAATIE KDONFS  2412/20/g(18dBm) 8021w DHCP Server Range: | o
U Mew WinBox ¢| | |’ NAT
B Exit
Part Mapping
E Windows I [v] Bridge All LAN Ports
Ml signal Strength: -60 dB Il _ System
Router Identity: | MikroTik |
|Hnuston |
WiFi Password: | | [ Hide ‘ Check For Updates H Reset Configuration ‘
— |
Confirm Password: | |
active




Set System ldentity

e System > Identity
— Set it to your callsign or something unique

- Always double check that you are in the correct
device before making changes

e System > Password
- Set something you can remember but type

admin@CC:2D:E0:4E:13:8B (ACOKQ) - WinBox (64bit) v6.48.5 on hAP mini (s

ion Settings Dashboard

Sessi

0id Password: Change

MNew Password: |:| Cancel
Confirm Password: |:|




Rename Interfaces

 Name interfaces based on what is connected
- WAN is used by DevDB for firewall
- Name changes propagate (can be done any time)
- Note wlanl is disabled; ether2-DMR is running
— Disable pwr-linel with X

Session  Settings Dashboard

.. - Session: |CC:2D:E0:4E:13:81

& Quick Set

-

“taff‘nterfcest Ethernet = EolP Tunnel

o EBIEII Detect Itemet =
L. pPP MTL: (1500

oK
Cancel
|
| A
| | Disable
i Switch T ) a
- # ether-WAN Ethe net Actual MTU: |1500 |
o |
o R & ether2-DMR  Ethernet L2 MTU: [1598 |
“ | gme me
. v B on
MPLS - & pwr-linel PWR Max L2 MTU: |2028 |
* Routing o1 in] T MAC Address: [CC:2D:ED. BC | Cable Test
System ¥ ARP: |enabled [=] =
R e \
B3 Files .
e




Add a bridge

* The bridge Is a new Interface
- We use It for interfaces that must always be up

e Used to group directly connected ports
— Typically the local network (LAN)

Session Settings Dashboard
e —
(0[] | safe Session:|CC:2D:E0:4E:13:8] [ ]
New Interface IEIE @E
Bridge |PDI'|S Port Extensions  WLANs MSTIs Pq General |5_TP VLAN Status Traffic 0K |
e i —
E’:l @E| !@ |?J Settings | Name: |bridge1 e Cancel |
| [Name  [Type 2] Type: [Bridge | Apply [~
MTU: | |-
ctual MTU: | |
L2 MTU: | |
A Ak | |
ARP: [enabled 5 | Remowe |
] -
MA Address:| |v
geing Time: |00:05 | 1
[] IGMP Snoopi ng 2]
{*]
E items out of 5 |enabled | i




Add ports to bridge

* Bridged ports are on the LAN
- Never add WAN port (it is routed)

- Do NOT add wlan port for today’s class
« wifi often on LAN, but today we use it for PtP link

— Bridge can be hardware accelerated




Set |IP address of bridge

e |P > Address +

- This Is what we use to talk to the router
e .1is the router octet
e /24 implies the network
 Interface is bridgel

- Routable X
Session  Settings  Dashboard
M . Session:| CC:2D:E0:4E:13:8] =
& Quick Set @”E
* Needed for == #]=] o [[o] (=] ] e -
remote EE::‘T e e e v T %
= ::-’m] Interface: [bridgel || %) o
aC C e S S :55: ::;Sh i _Disable
-
_I"Rﬂﬂ‘ting I C nt
* Use IP from Eg.— - e
B Files enabled |
worksheet w
E Windows I

More [*



Set IP address for WAN

e How the router is know to the rest of the net
- Associated with WAN interface

e Set value from worksheet
— Connect to network via ethernet




Check connectivity

Ping 10.99.1.1
— Class router IP

- 0On 19.99.1.0/24 subnet

Verifies that WAN Is

connected and works

Ping 8.8.8.8

- timeout

Traceroute 8.8.8.8
— goes nowhere



Default Route

e There Is no route to 8.8.8.8

— Add default route 0.0.0.0/0
- Note that 10.99.1.1 s reachable via the WAN subnet

- Try 8.8.8.8

e Send all o ][ seoon | el _
packets not == BT L
On kn OWﬂ +_ pop C P 1039..0/24  ctherl WAN reachable
subnet to

this address




Route Flags

 A=Active

— Turns blue if not active
e S = Static

- You added it
e C = Connected

..........

- Interface on this device
D = Dynamic
- Added by RouterOS



Add DNS

* |IP > DNS

* We will use Google DNS 8.8.8.8

— Not needed for routing
- Needed to update software

|‘5ﬁsjnn Settings Dashboard i

Session:|CC:2D:ED:4E:13:8I B

I5en.~ers: [68.88

Dynamic Servers: |

Use DoH Server: |

[] Werify DoH Certificate

[] Allow Remote Requests
Max UDP Packet Size: 4096 |

QuerySenverTimeout:[200 s
Query Total Timeout: s

Max. Concurrent Queries: | 100

Max. Concurrent TCP Sessions: |20 | =

Cachesize: (2048 [KB | |




e Defaults should be
OK except for
Server Interface

Select interface to run DHCP server on

DHCP Server Interface: | bridgel

| Back || Mext | | cancel |

e
=]

DHCP Address Space: |10.99.7.0/24 |

DHCP Setup

Session

Settings Dashbeoard

]

| Back || Next | | Cancel |

Gateway for DHCP Network: [10.22.7.1

# Ouick Set

DHCP Server

MP‘M leases Options Option Sets Vendor Classes Alerts

4] = [][] [ [ orcp comg | orce s |

| Hame / |Interface

| Relay

|Leasei’1me |hddressPth

+

[»

0 items

m] |
DHCP Setup m] 3
[ |[ Mot | [(Concat|
DNS Servers: [8.8.5.8 | =

| Back || Next | | Cancel |

Session Settings Dashboard \

sl B

DHCP Server

DHCP‘M leases Options Option Sets Vendor Classes  Alerts

EE' @ | DHCP Config || DHCP Setup |

[Name / | Interface [Relay  |Lease Time |address pd

bridge1 00:10:00 dhcp_pool0

| [+

Setup has completed successfully

DHCP Setup O x
Select lease time

Lease Time: [00:10:00 |

| Back || Next | | Cancel |




Test Connectivity

Switch your computer interface to DHCP
— Check your IP address

Ping WAN of your router from your laptop
- 10.99.X.1 (WAN I[P address on Worksheet)

From WinBox (the router)
- Ping 10.99.1.1
- Ping 8.8.8.8

From your laptop
- Ping 10.99.1.1
- Ping 8.8.8.8



Network Address Translation

* Pretends to be 10.99.X.1 on external requests
— Commonly used to use only one IP for subnet
— Not used internal to RMHAM network




What we did so far

e Set device identity

Create

oridge with named interfaces

Set brio

ge and WAN IP address/subnet

Set DNS

Set up routing

Set up DHCP

Set NAT for external connections

We can now talk to the world



Setting up a wireless bridge

* Connect to your neighbor using 2.4GHz
- Bridged RF path instead of ethernet cable
— Route traffic to limit traffic
— Clever routing to do fail over

* RMHAM network links up to 80 miles
- High power (2W) radios
- High gain antennas (2’ and 3’ dishes)
- nstreme to do long time of flight



Enable Advanced Mode

 Amateur bands require advanced mode

Session Settings Dashboard

session: 109971

& Quick Set
& CAPsMAN
W Interfaces
[k ] ﬂ'll:.;l!
T PPP
% Mesh
&5 Ip
MPLS
J* Routing
System
! Queues
B3 Files
Log
& RADIUS
2 Tools
BN Mew Terminal
b Make Supout.rif
E Manual
(® New WinBox

Bl et

| | |

WiFi Interfaces |WEDGStatim Mstreme

#-| =] [e|[%] o] [7] [e]]

|I'~lame - |Type

X5 gy wlanl Wireless (Atheros 4

+|

1 item out of & (1 selected)

Interface <wlanl>

Band: |2GHz-B/G

Channel Width: | 20MHz

Frequency: |2412

SSI0: | Mikrotik

Security Profile: |default

Frequency Mode: | manual-txpower

Installation: |arry

[ |
[X|
[ o |
| Cancel |
" * | Apply |
5 | Enable |

| = | MHz
| " | Comment | inooper |

[3] | [_adanceamode | 17—
[EZ | Torch |
Country: |nn_cnumw_set " * | WPS Accept |
" ¥ | WPS Client |
Default Authenticate | SetupRepeater |
| Scan... |
| Freq. Usage... |
| Align... |
| Sniff... |
| Snooper... |
| Reset Configuration |

disabled slave

disabled




Enable Superchannel

e Superchannel enables all frequencies the hardware is
capable of in the international version of the hardware

- The class hardware will show the frequencies, but are limited to
only the ISM channels in firmware (not international version)

Session Settings Dashboard

Sesson: 10597, :
-3

& Quick Set

- CAPsMAN | |
W Interfaces
-+ Wireless | |
%7 Bridge Band: |2GHz-B/G [ =] | Apply |
2 PPP - Channel Width: |20MHz 3
i WiFi Interfaces | WB0G Station  Nstreme | ] | Enable |
e Frequency: |2412 ¥ |MHz
*'a Mesh IE”EI E [ SSID: |Mikrotik |« | Comment | _ |
= p I
= MPLS = |I"larne : : |Typ|_e Y rE— Radic Name: |CC2DED4E135E | | Simple Mode | Tx
1+ Routing P Scan List: [default =] # | Torch |
5ystem N Skip DFS Channels: |disabled =] | WPS Accept |
& Queves Wireless Protocol: |any [ =] | WPS Client |
B Files Security Profile: |default [#] |
= Setup Repeater |
27 RADIUS Frequency Mode:  |superchannel = | on |
n..
X Tools P Country: |m_countw_5et ||3| | |
P New Terminal Installation: |an15|I ||3| Ll
b Make Supout.rif : _ | Align... |
& o WMM Support: |disabled =] | - |
T ...
© New WinBox Station Reaming: |disabled [#] | |
. 1 SOOpeT... —
Bl et | Default Authenticate E—
1 item out of 6 (1 selected) | Reset Configuration |
: -

Multicast Helper: |default [=]
|disabled | slave |disabled |




Interface <wlanl=

Access Point Side

General  Wireless |DataF!ﬂtS Advanced HT WDS ..

oK

Mode: |[eylis IE' E | Cancel
Band: |2GHz-B/G | =] Apply
Channel Width: | 20MHz 2
Enable
Frequency: |2442 | # | MHz
Comment
SSID: | ACOKQ-7 [
Radio Name: | CC2DED4E138E | simple Mode
Scan List: 2442 E2E Torch
Skip DFS Channels: | disabled | =] | WPS Accept |
Wireless Protocol: |r|r5treme || * | WPS Client
Security Profile: |default (=]
Setup Repeater
Interworking Profile: |disabled 2
WPS Mode: |push button =] Scan...
Frequency Mode: |5up-erchannel || $| Freq. Usage...
Country: |n-c-_c-:-untr5-'_5et || $| | A |
Installation: |any (=] Sniff...
Bridge Mode: |enabled =] Snooper...
VLAN Mode: |n{:- tag " - | | Reset Configuration
+
disabled | slave |disabled |

bridge is PtP access point
Select freq for channel

Set SSID to Callsign
- IDs every packet

Type In scan list freq

Protocol nstreme
- long distance

no encryption on ham bands

Radio name can be useful
- MAC by default

Apply and Enable



Client Side

General Wireless | Data Rates Advanced HT WDS Nstreme ... | oK |
Mode: = Cancel | : :
P & - || ° Station bridge for PtP
Channel Width: |20MHz =]
Frequency: |2442 | ¥ | MHz S ° I
- Wl SSID. frequency, scan list
Racio Name: [CCoDE0367E00 11| [ Srpewose | and protocol must match
Scan List: |2442 E2E | Torch | .
Skip DFS Channels: |disabled IE | WPS Accept | - IDS as AP Ca”S|gn
Wireless Protocol: |r|r5tren're || $| | WPS Client | :
Seaury Profe:[deaul T [ =ww== || ¢ Radio name can be useful
Frequency Mode: |5up-erchannel ||$|
Cuun.tr!r. :FI'D_C{:-UFIIW_S'EI ::f: I = Ll:age I - MAC by d@faU|t
Station Roaming: [enabled [#] I zl:: I . Apply and Enable
Default Authenticate B C |
Multicast Helper: |default =] = | Reset Configuration |

disabled | |disabled |




Radios should now link

* Check registration
— signal strength in dBm

* |f not check
- Matching SSID, frequencies and protocol

- Mode bridge one side and station bridge other side

Wireless Tables
WiFi Interfaces | W60G Station  Mstreme Dual = Access List | Registration | Connect List =~ Security Profiles  Channels | Interworking Profiles

—= ? J R t
Radio Name / |MAC Address Interface |Uptime  |AP  |W...|Last Activi.. TWRxSignal ... |TxRate  |RxRate |v1
§9 CCZDED4E13BE  CC:2D:ED:4E:13:8E  wianl 00:03:08yes  no 0.910 -16/-19 11Mbps  1Mbps

1 item




Assign |IP addresses to link

admin@10.99.7.1 (ACOKQ) - WinBox (64bit) v6.48.5 on hAP mini (smips)

e Use a new
subnet

- 10.88.4.0/24
e Set.1on

bridge

- 10.88.4.1/24
* Set .2 on

station bridge

- 10.88.4.2/24

Session Settings Dashboard

Sesson{ 109971

& Quick 5et
- CAPsMAN
W Interfaces

]| E3)

. Wireless | Address

/[ Network

Interface |2

10.99.1.7/24

LT N
Bridge
£y 10.99.7.1/24

- PPP

*

10.93.1.0
10.93.7.0

etherl-WAN
bridgel

MPLS
J* Routing
System
# Tools
More

[\
[\
l\
[\
[\

Address: PRGNS
Network [ |w

0K
|

Cancel

Interface: |wlanl |i|

Apply

Disable

Comment

Session

Settings Dashboard

& Quick Set
. CAPsMAN

s st
=] [ke][5¢]

™ Interfaces

/| Network

| Interface

- Wireless
27 Bridge

10.99.1.8/24
10.99.8.1/24

10.99.1.0
10.99.8.0

etherl-WAN
bridgel

MPLS
“E IPv6
J* Routing

System
# Tools
More

el e e e e

Address: [

MNetwork: |—| - Cancel

Interface: |wlanl |i|

Apply

Disable

Comment




Check Connectivity

* Ping neighbor
— wlan IP Is reachable (10.88.4.x)
— bridge IP is not (10.99.x.1)

* Need a route to the neighboring subnet
— Destination is entire subnet 10.99.x.0/24
- Gateway Is neighboring wlan IP

=] | =] |




Add second default route

e Where to send all non-local traffic
- Gateway Is the same (neighbor wilan IP)

* Distance 2 makes it the secondary choice
- Primary 10.99.1.1 has distance 1

MNew Route

General | Attributes

Gateway: | 10.88.4.2

=] |

Check Gateway: | ping

OK

Cancel

Apply

Dizahble

Type: | unicast

Distance: |2

Comment

Copy

Scope: |30

Target Scope: |10

Routing Mark: |

Pref. Source: |

enabled



Failover (traceroute to 8.8.8.8)

Route List =l E3

e Normal oy ———

= [[=] ]l Fing ]3]
—_ Blue means It |Dst. Address 7 | Gateway Distance  |Routing Mark | Pref. Soy ¥
AS | b 0.0.0.0/0 10.99.1.1 reachable etherl-WAN

1

. . 5 b 0.0.0.0/0 10.88.4.2 reachable bridgel 2
IS nOt aCtlve DAC | [+ 10.884.0/24  bridgel reachable 0 10.88.4.1
DAC P 10.99.1.0/24  etherl-WAN reachable 0 10.99.1.7
DAC P 10.99.7.0/24  bridgel reachable 0 10.93.7.1

1

AS P 10.99.8.0/24 10.88.4.2 reachable bridgel

- Primary Is ‘ =
reachable =

* Unplug WAN
Routes | Nexthops Rules VRF

- Blue ShOWS WAN *E FEEF (Fnad [ 3]

and primary X e —

AS b 0.0.0.0/0 10.88.4.2 reachable bridgel

Route List = E

[¥2]

h bl DAC P 10.884.0/24  bridgel reachable 10.88.4.1
u n re aC a e DC p 10.92.1.0/24 etherl-WAN unreachable 25 10.33.1.7
DAC P 10.99.7.0/24  bridgel reachable 10.99.7.1

=R RN = =

AS p 10.93.8.0/24 10.88.4.2 reachable bridgel

- Fall over to RF a D

b items




Questions?
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