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What is BPQ?

* NET/ROM compatible Packet Switch

—Multiple ports

* Serial, USB, 12C, IP

* You need to provide the TNCs
—Multiple protocols

* Packet, Pactor, AXIP, VARA, ...
- Multiple functions

* BBS, Chat, APRS



What can we use BPQ for?

* Access point (packet, VARA, pactor, ...)
- BPQ is typically what you connect to

* Cross band, cross mode gateway
* Bulletin Board System (BBS)

 Radio Message Server (RMS)
- BPQ forms the backbone of the NTS-D system

* APRS Internet Gateway
* Application Gateway



How does it work?

* BPQ is a software program
- Runs on most computers
- Somewhat complex configuration file

e Connects to radio via Terminal Node
Controller (TNC)

- Usually serial, USB or 12C
* Interconnects via IP
 Built-in BBS, 1Gate, Chat server, ...



Complaint: Hard to set up BPQ

* BPQ Is very sophisticated, and
that necessarily adds a lot of
complexity

* Solutions:
—-Use bpqg-config to get started
—-Web interface once configured
—-Join a support group



Brief history of BPQ

* Written by John Wiseman G8BPQ

Originally called BPQCODE
Became BPQ32 in late 90s
Ported to OSX/Linux in 2000s

Ported to Raspberry PiI/TNC-PI and Beagle
Bone BlackiITNC-Black



Download and run bpg-config

mkdir BPQ

cd BPQ
wget -q https://www.prinmath.com/ham/bpg-config
chmod a+x bpg-config
sudo ./bpg-config []



Disable conflicting stuff

BPQ Configuration

bluetooth 1s enabled, which conflicts with BPQ.

<Abort>

*
| BPQ Configuration |

The serial getty service is enabled, which conflicts
with BPQ.

<Abort>

| BPQ Configuration |
Reboot required to have changes take effect.

After the reboot, please run bpg-config again.

<Abort>




Do the Quick Install

This downloads a BPQ and everything else needed

em@rmhamu: ~/BPQ E]@E]'

ACOKQ bpg-config version 1.0.14

| BPQ Configuration |

This appears to be a fresh install of BPQ.

If you are new to BPQ we recommend that you do Quick
Install which will download BPQ, build an initial
configuration and start BPQ.

You can then run bpg-config again to modify this
configuration.

<Quick Install= <Expert Install=




Quick Start Configuration

Fill in all the fields with your values

. e

ACOKQ bpg-config version 1.0.14

| Quick Start Configuration |

Set Parameter

Node Callsign KBNTS

Owner Acronym CTL

Owner Name Colorado Traffic Net
Grid Square DM79gr

Frequency 1456058

Username willem

Password XyZ123

WinLink RMS Yes

CMS Callsign KBONTS

CMS Password S3cr3t

<Finish=>




Where to find BPQ

villem@rmhamu: ~/BPQ [:][3[31

ACOKQ bpg-config version 1.08.14

| Quick Start |

BPQ started.

Connect to BPQ with a web browser as
http://192.168.11.72:8008/

or
telnet 192.168.11.72 80816

If that works enable it to start on boot.

<Continue= <Abort Quick Start=




Port Configuration

Quickstart defaults to first serial port — edit if necessary

— Installation Steps |

Select next step

1 Update BPQ

3 Restart BPQ

4 Stop BPQ

5 Disable BPQ start at boot
6 BPQ status

7 About bpg-config

<Select> <Finish=>

| Configuration Steps |——
Select next step

1 Node Configuration

2 Port configuration

3 Telnet users
4 AXIP Node Maps
5 Write Configuration

<Select> <Finish=>

—| Port Configuration —
Select port to

1 Add port
2 Delete port

<Select> <Finish=

Set Parameter

Device Type

Speed
Frequency
Digipeat
WL2K

<Set>

| Configure port |

ype Packet

Device Number®

Serial

1280
1456560
Yes

No

<Finish=>




Adding more ports

Select port to

3 Port 1

— Port Configuration —

2 Delete port

<Select> <Finish=>

| Configure port |

Set Parameter

ype Packet

Device Type 12C
Device Number3

Speed 9608
Freguency 441075
Digipeat Yes
WL2K Yes
Power 35
Height 20
Gain 6
<Set> <Finish=

of port

(*) Packet
( ) APRS

( ) APRS rx only

<Select>

<Cancel>

| Device Type |

There is only one serial port numbered ©
I2C bus addresses are in decimal
USE devices are numbered 8,1,2,...

(*) Sserial
() 1I2C

( ) USB

<Select> <Cancel=>




Add Telnet users

Quickstart adds a system user

— Configuration Steps |——
Select next step —| User Configuration |—
Select user to

1 Node Configuration
2 Port configuration 1 Add user
|

2 Delete user
4 AXIP Node Maps

5 Write Configuration

<Select> <Finish=
<Select> <Finish=

| Configure user |

Set Parameter

Username willem
Password  XyZ123
Callsign  KBNTS
ApplicationNODE
Sys0p Yes

<Set> <Finish>




Configure AXIP Node Maps

Uses UDP packet to encapsulate packets
May need to allow this in your router firewall

— Configuration Steps |——
Select next step —| Map Configuration |—
Select map to

1 Node Configuration

2 Port configuration 1 Add map
3 Telnet users 2 Delete map

4 AXIP Node Maps

5 Write Configuration
<Select> <Finish>

<Select= <Finish=

| Configure map |

Set Parameter

Callsign NVEN

Address 8.13.28.248
Port 106093

<Set> <Finish=>




Write configuration and restart

— Configuration Steps ———— |

Select next step |

bpg-config save |

1 Node Configuration Renamed existing bpg32.cfg to bpg32.cfg.@

2 Port configuration Wrote bpqg32.cfg
3 Telnet users
4 AXIP Node Maps

5 Write Configuration
<Select=> <Finish=

—| Installation Steps |
| |

Select next step | BPQ status: active |
1 Update BPQ Connect to BPQ with a web browser as
2 Configure BPQ http://192.168.11.72:8008/
3 Restart BPQ or
4 Stop BPQ telnet 192.168.11.72 8016

5 Disable BPQ start at boot
6 BPQ status

7 About bpg-config
=0k

<Select> <Finish=




Browse to BPQ node port 8008

(Use the IP and port on the status page)

ey KONTS-7'sBPQ32Web5s

%

x

C Y A MNotsecure

+

KONTS-7's

192.168.11.72:8008Mode

BPQ32 Web Server - Chromium

- - -
le/Portshkr

BPQ32 Node KONTS-7

Routes

Modes

Forts

Links

Users|[Stats | Terminal

Driver Windows| Stream Status

Mail Mgmt | WebMail

SY50F 5ignin

Edit Config

Ports
Port| Driver 1D Beacons |[Driver Window
1 ASYNC (|145.050 MHz 1200 bps|_Beacons
2 12C 441.075 MHz 9600 bps|_Beacons
3 TELNET |Telnet Server Driver Window
4 BPOAXIPAX/JIP/UDP Beacons




%, Main Configuration

%

C () A MNotsecure

BBS Configuration

(bpg-config set most of these in linmail.cfg)

<+

BPQ32 BBS KONTS

ctnpi.ac0kqg.rmbham:B008/Mail/Config?MO000B6A4SEAD €, = 1r rﬂﬂ- -

P ] !
Status|| Configuration || Users| Messages |
| | e |

meardingﬂh’elmme Msgs & PI'DmptS! Housekeeping || WP Update

Node Tﬂenu!

Main Configuration

oeeLEe B8oa

SYSOP Call |ACOKQ

BBS Params
BBS Call |KONTS
H Route CO.USA.NOAM

% Redirect msgs to BBS Call to SYSOP Call

BBS APPL No Streams

Send System Msgs to SYSOP Call
Refuse Bulls

Enable FBB UI System
Send Mail For Beacons every [::::] Minutes | Config Ul Ports and Digis |

Don't Hold Messages From New Users

Set Don't add WINLINK.ORG flag on new users
Don't Request Name
Don't Request Home BBS
Dont Check From Call




Forwarding to NTS-D

BPQ32 BBS KONTS

Status|| Configuration Forwarding || Welcome Msgs & Prompts || Housekeeping || WP Update || Node Menu

Max size to Send

Max Size to Receive

Max age for Bulls

Warn if no route
for Por T @

Use Local Time [J

Send P Msgs to more
than one BBS [

Aliases

| Update |
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Forwarding Config for KOFBS - 0 Messages Queued

T0 AT TIMES Connect Script

KOFBS NTSAK C 2 WOARP-7
NTSAL C 4 KOFBS-1
NTSAB
NTSAZ
NTSAR
NTSBC
NTSCA i
L INTSCT s I "

Hierarchical Routes (Flood Bulls) HR (Personals and Directed Bulls)

BBS HA |
Enable Forwarding Interval |10800 |[(Secs)
Request Reverse Interval {Secs}
send new messages without waiting for poll timer &3

FBB Blocked EdMax Block (10000 | Send Personal Mail Only [

Allow Binary Use Bl Protocol Use B2 Protocol [
Send ctrl/Z instead of /ex in text mode forwarding [
Incoming Connect Timeout fSecs}

| Copy from BBS | | | | Update | | Start Forwarding |




Forwarding to WinLink

BPQ32 BBS KONTS
Status|| Configuration || Users|| Messages||Forwarding || Welcome Msgs & Prompts||Housekeeping|| WP Update || Node Menu
Max size to Send ACOKQ
99999 ACOVC Forwarding Config for RMS - 0 Messages Queued
Wi S to Necaive %%EE% T0 AT TIMES Connect Script
99999 e el RMS5 RMS
KBNTS KBTER
Max age for Bulls KOWAV ﬁ??g?
e ALTN
KFG@BPN NX9K
Warn if no route NOG AG5S
for Por T NVEN WMOG : 5 3 ;
RMS Hierarchical Routes (Flood Bulls) HR (Personals and Directed Bulls)

Use Local Time [

Send P Msgs to more
than one BBS [

Aliases

| Update |

BBS HA |
Enable Forwarding Interval (3600 [(Secs)
Request Reverse Interval |3600 |(Secs)

send new messages without waiting for poll timer &
FBB Blocked E@Max Block Send Personal Mail Only [
Allow Binary Use Bl Protocol Use B2 Protocol &
Send ctrl/Z instead of /ex in text mode forwarding [
Incoming Connect Timeout fSecs}

| Copy from BBS | | | | update | | start Forwarding |




Forwarded Users

@& @ Edit Forwarding - Chromium

Py Edit Forwarding » W
[ 192.168.11.114 Q, .7

4
BPQ32 BBS NOSZ

Node Menu

Forwarding |Welcome Msgs & Prompts [Housekeeping |WP Update

Status |Configuration |[Users (Messages

Max size to Send KB15GJ]
oSz — Forwarding Config for KB1SGJ - © Messages Queued
RMS
Max Size to Receive + AT TIMES Conpect Script
99999 KB15G] Joeee-1ee] |fC 1 KB1SGI-1
KDOLDR

Max age for Bulls
365

Warn if no route

for Por T
& & ,4
Hierarchical Routes (Flood Bulls) HR (Personals and Directed Bulls)

4

Use Local Time

Aliases

BRS LA
Enable Forwarding ¢ Interval 3soo |(Secs)

T Request Reverse ¢ Interval 3so0 |(Secs)
Send new messages without waiting for poll timer #
FBE Max Block Send Personal Mail Only

Allow Binary ¢ Use Bl Protocol Use B2 Protocol
Send ctrl/Z instead of /fex in text mode forwarding

Update | | Start Forwarding




Connect in via RF (as ACOKQ)

File Edit View Search Terminal Help

cmdc HﬂSEl
cmd:*** CONNECTED to NOSZ
Welcome to the Aid Station 2 BP(Q32 Node.
NOSZ> BBS CONNECT BYE INFO NODES ROUTES PORTS USERS MHEARD
infnl
NOSZ} This is the BPQ32 Node for the Aid Station 2.
Sysop KDOZYF.
Traffic left on this node will be forwarded
using the National Traffic System.
Type BBS to connect to the BBS.
ports
NOSZ} Ports
1 145.030 MHz 1200 bps
2 Telnet Server
3 AX/IP/UDP
bbs
NOSZ} Connected to BBS
[BPQ-6.0.12.35-IHIMS]
Hello ACOKQ. Latest Message is 2, Last listed is 2
de NOSZ>

*%%* DISCONNECTED
cmd:D



Connect via RF to WinLink

File Edit View Search Terminal Help
cmdfc NOSZ-10

cmd:*** CONNECTED to NOSZ-10
Trying brentwood.winlink.org
**x* ACOKQ Connected to CMS
[WL2K-3.2-B2FWIHIMS ]

;PQ: 72781840

Brentwood CMS via NOSZ =

Lm
Login [246]:

Brentwood CMS via NOSZ =
CR ﬂﬁ?MRgé

He(lo ACORQ

Brentwood CMS via NOSZ =
Lm
2884 KOTER 2016,/05/07 01:27 676 KOTER@Winlink.org QTC 2
3KYUXDSAPT727 2016/05/02 15:51 889 KﬁHTH@Hinlink*ﬂrg Re: QTC 1 KOHTN
2882 _KOTER 2016,/05/04 16:40 1180 KOTER@Winlink.org QTC 4
6AQ9DQG3C59D 2016/05/04 18:30 1295 WA3QLW@Winlink.org QTC 8

2883 _KOTER 2016,/05/05 18:35 2281 KOTER@Winlink.org QTC 7

2868 _KOTER 2016,/05/03 17:26 2803 KOTER@Winlink.org QTC 9

2886 _KOTER 2016,/05/07 21:52 3103 KOTER@Winlink.org QTC 10

Brentwood CMS via NOSZ =

Disconnecting...
**% DISCONMNECTED
cmd [ |



RF > NOSZ & AXIP > KONTS-1

File Edit View Search Terminal Help

cmdfc NOSZ
cmd:*** CONNECTED to NOSZ

Welcome to the Aid Station 2 BPQ32 Node.

NO5Z> BBS CONNECT BYE INFO NODES ROUTES PORTS USERS MHEARD
ports

Ports
1 145.63606 MHz 1200 hps
2 Telnet Server

3 AXSIP/SUDP
C 3 KﬂHTE—ll A
NOSZ} Connected to KONTS-1
[BPQ-6.0.12.35-THIMS]
CTN BBS=
1
No New Messages
CTN BBS=>
b]
73 de CTN BBS
*%%* DISCONNECTED
cmd :
cmd :
cmd :
cmd 2| |




APRS Page

N05Z-14's BPQ32 Web Server - Mozilla FireFox

%y NOSZ-14's BPQ32W... X

€ 192.168.11.88 wB U 3% & ©@ - =
Home NOSZ-14's BPQ32 APRS Web Server
All Stations

RF Stations All Stations

All WX Stations
RF WX Stations

(This page will automatically refresh every five minutes)

The following is a list of all the stations heard in the past 120 minutes,

All Mobile both on RF and on the internet.
SN There are 90 callsigns in the list,
RF Mobile click a callsign to get an information page for that station.
Stations
All Objects |ACOVP-10 |ACOXW-1 |ACOYV-9 [ADOWB-B (AE5VO IALMGRE |BVILLE |KOBAN
RE Objects | |[KCHEY:9 |KOJSC-1 |KOQED  [KOQED-10 KORTS-9 |KIDDN-4 |K7HRO-9 |K7RFW-9
Information | KZYE-3  |KBZIT:9 |KBOUT |[KBOUSF [KB9UZO-9 (KCOD  |KCOD-6  |KCOFAC-7
Node Pages | |KCOLAD-1 |KCOWUV |KC6ETE-9 [KDOFPY-9 [KDOJZX-10 (KDOKV]-15 |KDOLAC-10 [KDOSQA-4
KDOSQA-9 |KEOGD]-7 |KG4]JAM |KI4GYZ-1 |KJOCFW-9 |KNOMAP-1|KT0AM-9 |NOBN-1
NOEB NOLNE [N0O] NORUX-13 |[N0OSZ-14 |NOSZ-2 |NOWAR-9 |NOWGM-3
INIGEP-1 |N2XGL-5 |N2XGL-9 [N3GPS |N4ATA-7 |N4JJR-9 |N7GN-5 |[N7MJ-9
IN7SO1-9 |NOADM [SAGIL IWOAKO-B (WOARP  |WOBSP-10 |WOBSP-13 |WOCDS-A
|WOCDS-B |WOCDS-C |WODPD-1 (WOJAW  |WOJAW-9 |WOJRL-15 |WOLRA-5 |WOOEY-5
|WORDR-9 |WOUPS-5 |WBXAL-10 WBXAL-9 |WAOGEH |WAOTOG |WASVRL |WAGIFI-3
WBSPIB-B (WB7GR-3 |WB7GR-9 (WD4IXD |WD4IXD-10 [WO8M-1 (WO8M-9 |WROAEN-B

WROAEN-D |WYJATH-2




Station Map

4™ NO0SZ-14's BPQ32 Web Server - Mozilla Firefox

fry NOSZ-14's BPQ32 W...

€ 192.168.11.88 wBe U 4+ 4 S v =
1
|  Home NOSZ-14's BPQ32 APRS Web Server
| Al Stations
(This page will automatically refresh every five minutes)
| REsStations
| All WX Stations Information about NOSZ-2
Click the callsign to look it up on qrz.com
| RE WX Stations Location: 40°07.91'N 104°55.75'W
All Mohile The bearing from N0SZ-14 to N0OSZ-2 is 028 degrees, the distance is 47.9
Stations Miles
RF Mobile Last posit: APTT4,WOUPS-5,WIDE1,KCOD,WIDE2*
Stations
Status: /TinyTrak4 Alpha
All Objects
| Last heard 00:54:36 ago
| RF Objects N
| Information Map Satelite 0SM MO TR
| Node Pages
trons Mead
— Platteville
A . Hygiens
(7 L2 Longmont
NOSZ-2
Altona - T
den Lake JaMesSTONN "L g ﬁ |:\'Illl:t|5:'.'ﬂ5
— 57 Dacong Fort Lupton T
Gold Hill v I T
(287 Erie
o Boulder () e
Lafayetie E
ar Lauiswville 8 +
SUpPErnior qdj
Serpt FSWAG Crescen *_""flrl_'“: - L . =
{'—:"PD qlee-,]r* reak i o 28] [ SkmL_— I?’T@'&:rszlf::s‘I=Tr Report a map emor




Adding a new service

BPQ adds new services via TCP/IP
BPQ connects to local port
Received stream piped to stdin
Transmits output from stdout
First line is connected station call



Monitor service

Written in Perl

Interprets commands

Used to get system time and disk
Bye to exit

Mapped to NOSZ-2 and port 8004



Command Port

%y 192.168.11.114:8080 X

§ C [9192.168.11.114 Qe E

-

ENUFURI

PORT
ID=Telnet Server ; PORTS command text
DRIVER=TELMNET ; TCP/IP connection
CONFIG ; Driver specific configuration from here to ENDPORT
LOGGING=1 ; Log all connections
DisconnectOnClose=1 ; Disconnect on close
TCPPORT=8018 ; Port for telnet connections
FEBPORT=8011 ; Port for FBE protocol BBS connections

— - Port for i rface
|CHDPDHT=8694 - Port for munitnri
LOGINPROMPT=user: ; Telnet login prompt
PASSWORDPROMPT=password: ; Telnet password prompt
LOCALECHO=NO ; Do not echo input
MAXSESSIONS=10 ; Maxmimum simultaneous connections
CTEXT=AID2 BPQ32 Telnet Server\nEnter ? for 1ist of commands\nyn ; Telnet connect message
USER=chris,XY7123,KDBZYF, ,5YS0P ; Telnet user
USER=willem, ABC123, ACEKD Telnet user
USER=john, ABC789 , WOVG Telnet user
CM5=1 Enable WinLink CMS connection
CMSCALL=NBSZ Callsign for WinlLink
CMSPASS=secret Password fTor WinlLink
ENDPORT

DnoT o

Save | Cancel



Application

BF:-_. 192.168.11.114:80¢ %
4 @ [5192.168.11.114 a7l =

o

PORT &

ID=AX/IP/UDP
DRIVER=BPQAXIP
QUALITY=228
MINQUAL=165
MAXFRAME=5
FRACK=3000
RESPTIME=18886
RETRIES=5
PACLEN=236
CONFIG

MHEARD

UDP 10893
AUTOADDMAP
BROADCAST NODES

P
P
P
P
P
P
]
]
]
]
]
]
]

"
P

Displayed by PORTS command

Uses BPQAXIP

Quality factor applied to node broadcasts heard on
Entries in the nodes table with gualities greater or

; Max outstanding frames (1 thru 7)

; Level 2 timeput in milliseconds

; Level 2 delayed ack timer in milliseconds

; Level 2 maximum retry value

; Maximum packet length

i Driver specific configuration from here to ENDPORT
; Keep heard stats

; UDP port

; Automatically add new connections

Broadcast

MAP KBNTS argon.schreuder.us UDP 18693 B ; AXIP to KBNTS

MAP N4ATA ndata.dyndns.org
MAP KDBDPX 192.168.11.88

UDP 10693 B ; AXIP to N4ATA
UDP 10693 B ; AXIP to KDBDPX

ENDPORT

APPLICATION 1,BBS, NO5Z-1,AID2BBS,255 ; BBS Application

APPLICATION 3 ,MON,C 3 HOST @,NOSZ-2,AIDZXX, 255 ; MON Application
32, TALR, , NO57 7 INC Application

Save | Cance:



systemd Socket Service

llib/system/systemd/mon.socket /lib/system/systemd/mon@.service

[Unit] [Uni

M. nit]
Description=MON Description=MON server
socket

[Service]

[Socket] ExecStart=/home/willem/BPQ/
ListenStream=8004 mon.pl
Accept=yes Standardinput=socket
[Install]

WantedBy=sockets.targ
et



#! bi 1 -w -T # Read lines
S el " while(my $line = <STDIN>)

{

# Monitor server

# sSplit hit
# Willem ACOKQ P on whitespace

my ($cmd,@line) = split(' ',$line);
$cmd = defined(Scmd) ? 1c Semd @ '';
use strict;
SENV{PATH} = '/bin'; # Do nothing
if (Scmd eq '')

# Set autoflush {

= select(STDOUT); 1

H # Help

select(Sold_fh); EISifcsc“d eq '?7')

1
# Bye
elsif (match(Scmd, 'bye'))

# Read callsign of connecting station print "Commands: time disk bye\n";

my Scall = <STDIN=>;

scall =~ s/™\s*//;

$call =~ s/\s*$//;
die "73 Scall\n";

# 1

# Match command # Print time

# elsif (match(Scmd, 'time'))

sub match {

{ print "Time ".localtime(),"\n";
my (Scmd,Spat) = @_; }
$pat = substr(Spat,®,length($cmd)); # Print disk usage

return (Spat eq Scmd); ilsif (match(Scmd, 'disk'))
} my @disk = ‘df -kh /' ;
my (undef,S$size,Sused,Savall,Spct) = split(' ',5disk[1]);

# lWelcome message print "Disk size=$size used=Sused (Spct) available=Savail\n";

print "N®SZ Monitor\nConnect from 'Scall'\n= "; }

else
# Unknown command

{
1

# Print command prompt
print "N85Z> ";

print "Unknown command $cmd args @line\n";




Enable the service

e Enable and start the service

- sudo systemctl enable mon.socket
- sudo systemctl| start mon.socket

File Edit View Search Terminal Help

cmdjc NOSZ-2
cmd:*** CONMMECTED to NBOSZ-2
Connected to

NOSZ Monitor

Connect from 'ACOKQ'

=] ?
Commapds: time disk bye
NOSZ=| ©
Time Sun May 8 17:48:49 2016
NOSZ= d
Disk s517ze=15G used=3.5G (26%) available=11G
NOSZ=| b
73 ACOKQ

*%% DISCONNECTED
cmd:D
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