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Solving Problems with IPv4

* This talk is an overview of things you can do with IPv4

* There is an entire RMHAM University that is a deep dive on
every topic we will touch on today

- https://www.rmham.org/course-syllabus/

* |Pv4 is a robust and redundant universal transport mechanism
- Extensible using new protocols
— Automatic recovery from failures is inherently supported



What Is Internet Protocol version 4? (IPv4)

* Packet switched network
— Introduced in 1981
— Replaced older circuit switched networks

 Advantages
— Decentralized, hierarchical configuration
- Robust, dynamic routing
— Supports 4,294,967,296 unique addresses

* Network of networks (subnets)



Basic IP Protocols

* Internet Control Message Protocol (ICMP)
— Used for control and debugging

* Transmission Control Protocol (TCP)
- Reliable virtual circuit
— Built-in congestion control and error correction

e User Datagram Protocol (UDP)
- Best effort datagrams
- Well matched to VoIP



OSI Network Model

* Conceptual representation of
network protocols

HTTP - Application
TCP - Transport

IP - Network

Ethernet — Data Link
IEEE 802.3u — Physical

* Upper layers hide complexity of
lower layers

Host Layers

Media Layers

data unit layers

Application
Data | PP

Metwork Process to Application

Fresentation
Data | Data Representation
and Encryption
Session
Data | Imterhost Communication
Transport
Segments End-te-End Connections
and Reliability
| Metwoaorks
Faclkets Path Dietermination an d
Logical Addressing (IP)
Data Link:
Frames | Physical Addressing
(MAC and LLC)
_ Physical
Bits | Media, Signal and
Binary Transrmission



Protocols Built on IP

DNS (UDP) - name resolution

NTP (UDP) - time synchronization
HTTP/HTTPS (TCP) - web browsing

SMTP (TCP) - email

telnet (TCP) - remote logins

ssh (TCP) - secure remote logins

SNMP (UDP & TCP) - hardware management
VolP (UDP) - audio

RTSP (UDP) - video



Protocols built on ssh

scp - secure remote file copy

rsync - clever secure remote file copy
sftp - secure file transfer protocol (ftp)
X11 scp tunnel

tunnel - packet transport over tcp
- local or remote bi-directional port forwarding



Routing Protocols

 Open Shortest Path First (OSPF)

- Used on RMHAM network

— Find shortest path to destination
« Sum of path "length" weights

- Fast and reliable
- Link state routing

* Border Gateway Protocol (BGP)
- Runs the internet
- Slower and require more configuration
— Path-vector routing
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Virtual Private Networks (VPN)

* Creates a point to point tunnel
— System level virtual circuit
- Complexity of intermediate networks are hidden
- Robust and redundant transport

e Types of VPN

— Secure Socket Tunneling Protocol (SSTP)
e Built on SSL/TLS to port 443 (looks like HTTPS)

- OpenVPN (OVPN)
- WireGuard
- ZeroTier



Mikrotik Hardware

RouterOS is designed for routing

— Custom Linux kernel

- Supports IPv4, OSPF, BGP, ...

— Any port can perform any function

- Same interface regardless of model

- Command line and well designed GUI

Reasonable cost
- Very reliable (but lightning...)

- Targets Wireless ISP market
* Long range radios (2GHz, 5GHz, 60GHZz)
* International versions can operate in Ham Band
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IP Enabled Hardware

Network and network monitoring equipment

Site computers

Repeaters (DMR,AllStarLink, PiStar, MMDVM,...)
Remotely Base/Software Defined Radio

Solar controllers

Uninterruptible Power Supplies

AC and DC Power Distribution Systems

VoIP phones and IP cameras

Alarm, access & environmental systems



Other uses of IP

Cell phones
Radio programming
NASA Deep Space Network (with special mods)

Internet of Things (IoT)
- Internet connected refrigerators, faucets, toilets, ...



|P Basics

Each device has a unique IP address
Each service/process has a unique port

Devices are connected to a local subnet
- Ethernet/Wifi uses a MAC-IP address mapping

Subnets are connected by routers

— Arouter decides where to send non-local packets

— Subnets between routers are called links

- The address (device) to send non-local packets to called a gateway



What is a subnet?

Part of a greater (interconnected) network

Group of IP addresses that can directly communicate (e.g. via
ethernet or WiFi)

Sometimes called Local Area Network (LAN)

Devices on a subnet
- Have the same leading bits (subnet address)
— Can directly talk to other devices on the subnet

Hardware that facilitate device to device communications on a
subnet is a hub or switch



Network Address Translation (NAT)

Also called masquerade
- Uses port numbers to share an (external) IP
— Router pretends to be devices behind it

Router rewrites packets both ways
Extended the life of IPv4 by decades

Limited security measure
— Only the router can be reached from internet
- Port forwarding allows inbound connections



Networked Devices



Site Computer

Industrial computers are robust

Preferably DC powered
— SSD for temperature tolerance

Raspberry Pi can work

- Use a metal case, good power and
high quality SD card

Shielding is important, both for the
computer and any cables

Site computers add many new
capabilities to control and monitor




Uninterruptible Power Supplies

Higher end devices
often are IP enabled

Web and telnet access
via Network Module

- Also serial or USB

&
EMERSON. [ Liebert.

configure support

monitor control event log

Agent Information: Summary: Updated: January 8, 2023 12:41:05PM
Liebert2
Saddleback
Second PDU

Device Status:
Load Protected:
No Alarms Present

Volts: 1210 V 3 v

Amps: 5.4 A Amps: 45 A

Frequency: 60.0 Hz Power: 531.0 VA

5180 W

Monitor Categories: Capacity: B0 %
B GXT Frequency: 600 Hz

1§ Summary

i Active Alarms BATTERY
Volts: 540 V

Charge: 100 %
Time Remaining: 82 Min

UPS Load on Inverter

= Hardware
Configuration Active Alarms:
i Other

No Alarms Present




2023-01-10 17:13:33 -0700 [BatteryCapacity v | [OutputVoltage V| [Battery\.roltage v:

100 140 60
Monitoring: akela.prinmath.com
a c u S UPS Model: Smart-UPS X 1500
UPS Name: APC
APCUPSD: Version 3.14.14 80 130 48
Status: ONLINE
60 120 36
A Last UPS Self Test: OK
 Power monitor for an
W I ' 40 110 24
( ) Utility Voltage: 119.8 VAC 20 100 12
Line Minimum: 118.8 VAC
L Line Maximum: 119.8 VAC
Output Freq: 60.0 Hz
* Linux deamon and web : 0 :
UPS Temp: 23.0 [°C V| 100.0 % 113.0 VAC 55.0 vDC
Recent Events
2023-01-10 17:07:31 -0780 apcupsd 3.14.14 (31 May 2016) redhat startup succeeded
2023-01-10 16:49:15 -0780 snmplite Unable to detect community
2023-01-10 16:49:11 -0780 snmplite Failed to enable traps
2023-01-10 16:49:11 -0760 apcupsd 3.14.14 (31 May 2016) redhat startup succeeded
2020-07-23 12:45:13 -0680 apcupsd shutdown succeeded py

Back-UPS ES 350
apc02 | Smart-UPS X 1500
apc04 = Back-UPS ES 350

apcl2 | Back-UPS NS 575G




AC Power Distribution

 AP7900 - eight controllable outlets
— Supports cascading power on and pulse off
- Web, ssh and SNMP via IP




Power Distribution Unit 1

Device Manager © Logs | Administration

Overview Alarm Status Outlet Status & Mo Alarms

Active Alarms

a Mo Alarms Present

Load Status Switched Rack PDU Parameters
Load: 4.4 Amps Sl —al Mame: PDU 1
More » Contact willemi@prinmath.com
Location: ACDK D QTH [39.718696,-105.439883]
Rating: 1a, 12A
User: Adminisirator
N UpTime 19 Days 2 Hours 16 Minutes

Recent Device Events

Date Time Ewvent

1272002022 13:60:56 Switched Rack PDU: Outlet configuration change. Outlet Mame on outlet #8 (++).
122002022 10:41:-:08 Switched Rack PDU: Cutlet #5 (raidT) on.

122002022 10:40:53 Switched Rack PDU: Cutlet #4 (raidS) on.

122002022 10:40-38 Switched Rack PDU: Cutlet #3 (raid3) on.

122002022 10:40-23 Switched Rack PDU: Outlet #8 (++) on.

More Events »

Link 1 | Link 2 | Link 3 Switched Rack PDU S




Power Distribution Unit 2

Device Manager

Load Management
Control
Configuration
Outlet Links
Qutlet Groups

Information
Group Configuration

Scheduling
Outlet Manager

Link 1| Link 2 | Link 3

Logs

Administration

Outlet Configuration

MName

H

router
raid4
raid3
raids

raidy

Mmoo AW N

-l
o b 1

I Configure

Multiple Outiets |

Power On Delay
Immediate
Immediate

15 Seconds

30 Seconds

45 Seconds
Immediate
Immediate

Immediate

Power Off Delay
Immediate
Immediate
Immediate
Immediate
Immediate
Immediate
Immediate

Immediate

a Mo Alarms

Reboot Duration

5 Seconds
5 Seconds
5 Seconds
5 Seconds
5 Seconds
5 Seconds
5 Seconds

5 Seconds

Switched Rack PDU

e N,




RigRunner 4005i

12V DC or 24V DC
40A total capacity

RIGRunner 4865

Fil Uersion 1.01 -

Soft fuse setings

Low voltage disconnect
Email alerts
Broken SNMP

Ethernet Expansion Powerpole® Nodes DC IN Powerpole®
Port Port “Nodes”™1-5 Connection




RADIO

A

ACOKQ

Home | XML | Expansion | Config

RADIO 4

Configure Device

ACOKQ

Home | XML | Expansion | Config

Configure Outputs

Low High
e Voltage Voltage
Control Node # Description Setpoint | Disconnect | Disconnect
(Amps) (Volts) (Volts)
(Zero to (Zero to
c . Disable) Disable)
QOutput Status e Control
Draw Node 1 |acokq 447.850 Repeater | | [20 [12 | 1[0 |
13.83 Node 2 |KONTS-5 iGate E [o | | [o |
Power Supply v 0.88 A Total
Node 3 |[KONTS-1 PI E lo | | [0 |
oxigi e OFF | 0.00A [on) (off) [ Puise Node 4 | [KoNTs-1 Radio [20 119 | [e |
Repeater ———
Node 3 [Radon s [o | | [0 |
KONTS-5 iGate ON 0.37 A (on | [off [ Pulse |
) (S | J Bt
Fail 13 |
— (Supply voltage at which power is considered too low. Used only for E-mail
KONTS-1 PI ON 0.16 A (on](off] | Pulse Thrashald | ey
— (Volts)
KONTS-1 Radio ON 0.35A (on][off]| Pulse Fuse Tripped [Enabled v |
Low/High Voltage Disconnect )
T | Enabled ~ |
Radon ON 0.00 A [on | off| [ Pulse | {Esoresi sl aiions mu) I
Low/High Voltage Reconnect (Enabled ~ |
(Reenters set voltage range) | =habec v
E-mail Power Fail (Eamed =)
Alerts (Voltage below power fail threshold) Emabed e




ICT180SE-12IRC
High Current DC

Power Control
(150A 12/24V)

/ The Power of Reliabifity

ICT Intelligent Panel
ICT180SE-12IRC

IP Address: 10.30.20.56
Firmware: v4.01

[ Logout |

Status & Control

Alarm Status

Help

ICT180SE-12IRC Distribution Panel - Status & Control

System Voltage: 26.63vDC

System Current: 0.8A

Form C Alarm: Inactive

Output #1: 24-12 Conv#2 QOutput #2: Unused
Current: 0.0A Current: 0.0A

Status: Disabled Status: Enabled
Output #3: Unused Qutput #4: Unused
Current: 0.0A Current: 0.0A

Status: Enabled Status: Enabled
Output #5: Dial .229 24V QOutput #6: Dial .230 24V
Current: 0.3A Current: 0.4A

Status: Enabled Status: Enabled
Output #7: 449.225 MTR2K Output #8: 448.225 MTRZK
Current: 0.0A Current: 0.0A

Status: Disabled Status: Disabled
Output #9: UHF DMR MTR3K QOutput #10: ColCon VHF-A
Current: 0.0A Current: 0.0A

Status: Enabled Status: Enabled
Output #11: FUTURE ColCon B Output #12: RR4005i 12V
Current: 0.0A Current: 0.1A

Status: Enabled Status: Enabled

Datpert 1
Ampn: AGE

Bl = 1L

W e e, p—

A




Solar Controller
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Monitor Systems

e One wire sensors

- DS18x20 temperature

- DS2438 humidity

e Web server & POST

Devices Connected: G

Loop Time: 5.855 Sec

Poll Count: 987099

Supply Voltage: 512
Description

Parasite power thermometer
Parasite power thermometer
Parasite power thermometer
Parasite power thermometer
Parasite power thermometer
Parasite power thermometer

*Health ranges from 0 to 7, 0 s disconnected, 7 is healthy

Channel 1

»

Channel 2
a4
5
485

ROM ID
T20008002F51BD10
990008002F476710
890008002F512010
6A0008002F41E010
630008020F969810
190008002F4D3910

Channel 3

Device
DS18520
DS518520
D518520
DS18520
DS518520
DS18520

SHa)EMRERRER

L=k L
nw—zw =

-_n.u-.“-' =

T e

e

Channel Health*
1 T
1 i
2 i
2 i
2 i
2 7

Value
62.6 °F
98.1 °F
PO
26.6 °F
180.5 °F
58.1°F



VoIP (SIP) Phone

 Requires an Asterisk PBX

* Many use 48V power
- Some operate on 5V

* Very useful when cell
coverage is marginal




|IP Cameras

 |IR for dark conditions
e Pan-Tilt-Zoom

 Blue Iris DVR software
- Good at motion detection




Ethernet to Serial Converters

 Acts as a telnet-serial server
e Can also be a virtual serial port




Controller Access via Serial: SCOM 7330

Requires an IP to
serial converter or

T
CTCE8S PTT ENC DIMF Outl Out2 Out3 Actu Actv Actv Enabl Enabl Enabl
Portl: 1

O - pol site computer with

LuglcOut(1234 5678>" — ——————— Serlal port and mlnlcom

AsD C123> = 13.20

CRA_Squaw:=7330>]
Site = CRA_Sgquaw

Time Time Time Pathl Path2 Path3 Pathl PathZ Pathl
COR CTCSS PIT ENC DTMF Outli Out2 Out3 Actuv Actuv Actv Enabl Enabl Enabl
Portl:- 1 - - - - - - - - - -
Port2: — - — _ _ _
Port3d: — - -

LogicIn <{1234)>
LogicOut{1234 5678) HE

AAD (123> - 13 .2V

CRA_Sguaw:=7338>

Program Mame UrD FullScy I0—Red. Multi
susr~hins/sz —uw —h
susrsbhinssh —vu
susr-hin/sx —vol
susr~hinsrz —uw —h
susr~bhin/rh —uw
susrshinsrx —Hbe
susrshinskermit —i -1 %1 -b xh
susr~bhin-k it —i -1 %1 -b =h
susr~hin/a i » —dsv —cb6 —15
susrshinsascii—xfr —dru

Easier than using tones
for lengthy programs

et ot 1 a1
=1
ZICCXIIIIITL
et a1
e B S e L

Use fllename selection windor
Prompt for download directory.

[Ty ppypp——pp———r—Y
CZICmL~IOTEEOED

4 o m o e o o e e o= 4

Change which setting? (SPACE to delete> []



File Edit WView Search Terminal Help

willem@mercury:~%$ kpclink

cmd:c ACBKQ-1

cmd: *** CONNECTED to ACOKQ-1

[KPC3P-9.1-HMS]

475352 BYTES AVAILABLE IN 15 BLOCK(S)

THERE ARE 3 MESSAGES NUMBERED 2-5

YOU HAVE 1 MESSAGE(S) WAITING

ENTER COMMAND: B,J,K,L,R,S5, or Help =

1

MSG# ST SIZE TO FROM  DATE SUBJECT
PH 264 ACOKQ WABR  12/31/2022 20:36:21 Happy New Year
PY 134 ACBKQ KBOAM] ©08/25/2022 15:44:57 testin ... Hello!
PY 109 ACOKQ WHBANH ©3/16/2022 12:46:54 THANKS

ENTER COMMAND: B,J,K,L,R,5, or Help =

]




Repeater Linking

* |P permits linking of digital and analog repeaters
— Native to digital radio such as DMR, D-Star, CAFM, P25
- AllStarLink, IRLP, Echolink adds linking to analog

* |P linking is sensitive to network performance
- UDP based which is a "best effort" protocol
- latency cause delays
— Jitter cause syncing problems

- digital modes tend to be more robust
* P25 is very sensitive to jitter



USB Analog adapters for AllStarLink

e Based on USB
audio chips

 Should have
Isolated PTT and
similar lines

S IRA-42 COMM @ ©wsvrs o
SO Q) s
B S :




Radio Thin Client Module

Stand alone PIC
based radio interface

GPS based timing for
voting & "simulcast"
Used by ColCon

- Voter2K and Voter3K
are coming soon

5 Ui VIN(12vDC)
3 @ TX AUDIO
¥ 110 RX AUDIO -
; @ CTCSS
50 GND

TX AUDIO LEVEL
RX AUDIO LEVEL
SQUELCH LEVEL

ALLSTAR
RTCM

§(He ) ors

et [ RX)

Radio Thin Client Module

_! INITIALIZE EEPROM
|| 5Q CALIBRATION

' [1 DIODE CALIBRATION

Model No: MN-5000
Serial No:

Micro-Node International

hitpimicro-node.com  PH: 702-828-4700

&

' RX LEVEL LEDS




AllStarLink hub connect multiple site

Node Node iInformation Received Link Direction connected Mode
Denver 145.310 - B8.5/123.0 Voter ESTABLISHED

112 Colo Spgs 145.130 - B8.5/123.0 Chey Min 000:27:35 ESTABLISHED ouT 28:31:27 Transceve
1823 GrandJlct 145.355 - B8.5/123.0 Grand Mesa-Castle Pi 000:29:46 ESTABLISHED ouT 28:31:18 Transceie
1825 Salida 147.285 - 88.5/123.0 Methodist Mourntain 0005523 ESTABLISHED ouT 28:31:16 Transceve
1819 Leadville 145445 - 88.5/123.0 Mosquito 0005541 ESTABLISHED ouT 28:31:22 Transcee
1822 Glemwood 146 850 - 88.5/123.0 Sunlight-Castle Pi 001:15:10 ESTABLISHED ouT 28:31:19 Transceve
1827 Durango 147_345 - 88.5/123.0 Missionary Pi 006:23:01 ESTABLISHED ouT 00:14:08 Transcee
1820 Eagle_Hub 446 325 - 203.5 Castle Peak 009:47:42 ESTABLISHED ouT 28:31:21 Transcee
1814 Breckenridge 147.390 - 8B.5/123.0 025:14:31 ESTABLISHED ouT 28:31:25 Transceie
1813 Winter Park 147.285 - 88.5/123.0 WA4CCC Mewver ESTABLISHED ouT 28:31:26 Transceve
1816 Fort Collins 146.730 - 88.5/123.0 Buckhom Mever ESTABLISHED ouT 28:31:24 Transcene
1817 wail 147345 - B8.5/123.0 Upper Dowd Mever ESTABLISHED ouT 28:31:23 Transceve
1821 Limon Mever ESTABLISHED ouT 28:31:20 Transceve
1824 Akron 145.400 - B8.5/123.0 Akron Pi Mever ESTABLISHED ouT 28:31:17 Transceie
18289 Burlington 145.130 - 88.5/123.0 Burlington Pi Mever ESTABLISHED ouT 18:26:38 Transceve




e \oting selects the

strongest signal from
available receivers

AllMon2 shows the
signal strength

About 1801 1811 3 813 - 1815 1816 1817 1818 1819
1821 1822 3 : 26 1827 1830

Thorodin cos WinterPark Breckenrnidge FtCol Vail Leadville Eagle Hub

Burlington Glemwvood GrandJct Akron Salida Durango Baldy-Eagle Link

Vail-Eagle Link Leehill14530 Sterling Login

Node 1811 - Denver 145.310 - 88.5/123.0 Voter

Client | RsSSI
Thorodin_A TX

Thorodin_ B RX Master ActiveMaster
Squaw RX

LeeHill RX

Firestone RX

Golden RX

Conifer RX

The numbers indicate the relative signal strength. The value
ranges from 0 to 255, a range of approximately 30db. A
value of zero means that no signal is being received. The
color of the bars indicate the type of RTCM client.

A blue bar indicates a voting

station.
Green indicates the station is
voted.
Cyan is a non-voting mix
station.

1820

The Colorado Connection

FtColBuck




AllFall 1s a web based waterfall for AllStarLink

Colorado Connection AllStarLink WaterFall

Offset 0 << < > >> Current Playback

Thorodin A TX

Thorodin_B RX BHBROHBEHRIR IS ##999999#9##9
HEBBEBHBRBRERARS R EEEEEEEEE
EEEEEEEEEEEE RS R EEEREEREEX

Eagle Hub Mix
Salida Mix
Leadville Mix

Mix Voting Voted




AllFall can store data and audio

Colorado Connection AllFall Playback

Date [01 /70872023 Time [20 + |:[16 + | :[00 w GO Live
<last | <1h <10m <im  <10s <1s =1s =10s | =1m =10m | >1h =next Now

20 40
HHERAEREH HHERARABRBRBFRBERT EEE X EEEE EE XX
HBERBHERBRBHRERE HERBBHBRERERS
HHEBBHRERBRB R RERS HERBHBHABRBAERH
HERAHE HERRORBHRRFEOROER ##999999FI##9

Eagle Hub Mix
Salida Mix
Glenwood Mix
GrandJunction Mix
Akron Mix
Durango Mix
Leehill145430 Mix
Thor A Temp Mix
Thorodin_ A TX
Limon Mix
Burlington Mix
KIOKM145115 Mix
Rattle RX

Mix Voting Voted



Pi-Star

* Raspberry Pi based
Multi-Mode Digital Voice

- DMR
- P25
- C4AFM
- D-Star
- NXDN

« Hotspot or repeater

P EIRI AL 0 A R 0 TR

Pi-Star Digital Voice Dashboard for MWOMWZ

Dashbcard | Admin | Config

Active Starnat Groups

ATAT

PISTAR 1 |Pi-Skor User Group on D-Star
CHELW 1 lacknond Llub Merbers Groudp 4 ia
Last 20 calls heard via this Gatews
Mode | Callsign
AQLT-B5-30 16 1% |b-5tar ERRDANE  [DQOQCD wio REFORL C |Met| 2.8 | &% |@.20
2017-85-30 16:27:55 |DMR Slob 2 |Riaies Tk 91 [et] 25 [ &% |15
201F-@5-30 16:25:15 |DMR Slot 2 |G s TG 91 |rv|r:t 1B.5 | BK |2.&E
2017-85-30 16:24:52 |DMR Slob 2 |Fesoss Tz 91 [Het] 121 [ &% [e.om
2017-85-30 16:19:35 |DMR Slot 2 |Laisss TG 91 |H=t 1.6 | &% |@.&%
2A17-85-30 16:17i56 |D-Star W0 510)  ([CROICT wio REFOSL C [Net| 11.8 | @% |2.@%
2017-85-38 16:17:23 |D-Star MOCTRGL  (COOYC0 wio REFREA C |Met| 1.4 | @6 | @.@%
2O17-HE-30 1k:16:d6  |D-Star Lo (LRCICD wig REFBRL L |Mel) &.7 | @& | 8.0%
f-5Star Repeoter 2017-@%-30 16:11:39 |D-Star WELSEP4  CQOJCO wio REFREL C |Met| 1.9 | &% |@.53%
BPT1 MEMAT B AOLT-@5- 38 1b:lB:ad  |D-Star L INED [OGLD vio REFOSL O Met| 7.1 | @ | 8.9
PTr] MIBMNE T 2A17-@5-30 16:10:42 |D-Star —— I [RE] =.7 2.
D-5kar Nelwark 2017-@5-30 16:8%:28 |b-Star [maat il WIN  JCOOOED wio REFORL € [Met| 1.2 | @4 |6,
It uk.aprse. net 2017-85-38 16:85:55 |D-Star | T () e ) [Het| 7.9 | &% |@.0%
ooeauad wer | [PBLT-95-30 15:56:00 [D-Star  |WOM/DVAP [COCOCO [Wet] &1 [ @ [10.38
Linked ta REFRRL C 2017-85-38 15:54:45 |D-Star i £ N (R (WX [Het| 1.2 [9e% |@.0%
[LFlus Dutgaing) 2@1F-Q5-3p 15:403:35 |D-Star Gl L8 ILO0aCn |HE1: 2.8 @ | 3.
2017-85-30 15:48:70 |D-Star LA LASRSHT [TROgCn [et| 2.4 | &% |2.0%
OME Repegter 2817-@5-30 15:47:81 |D-Stor SO IRTDAL [CROQCD Met| 2.2 | @% |@.&%
2A17-@5-30 15:40:58 |D-Star LSSUN EREET Met| &.4 | #% | @08
2017-85-38 15:36:33 |D-Star s CTHGL (TR0 |Ntt e | a.eE

Last 20 calls that accesscd this Gatewa
Time (ESTD | de | Lol Target
2017-85-30 16:1@:47 [D-Star  |WeawzH | #F | 8.0

Th Al ek Linked

bm-dne, Wk

Pi-Ster / Pl-Star Clashbowrd, B Asdy Taylor [MWOMWEZ] 20042017,
PO CEGensw Cusmbngnd By Hans-1 Baman [TOSH).
MHIVMOmsh Sesaioped by Kim | usbal (35911,

P Iralp? Clack: braru fur Ui Sugparl Group
GaE yar gy of PRI fram hane



DMR natively support IP

Motorola IP Site Connect

Master/Peer configuration
— Limited to 16 repeaters

Repeater Diagnostics and
Control (RDAC)

- Remote control of repeater

RMHAM use c-Bridge
- 3 party DMR bridge




Repeaters linked via c-Bridge

RMHAM Northern Eldorado UHF CBridge 1 Akron UHF Cheyenne UHF

RMHAM Central Thorodin UHF CBridge 2 Squaw UHF Badger UHF Breck UHF Wail UHF Mosquito UHF

RMHAM Fremont Peak | Fremont UHF Chridge 3
T T T T

RMHAM Southern NEW | Almagre UHF CBridge 4 Methodipt.UHF Mancos UHF CavinesiplUHF
RMHAM Lockout UHF | Lookout VHF CBridge 6

EMHAM Genoa UHF Genoa UHF Cbridge 7

EMHAM Sandia Crest UHF 0 Cbridge 9

RMHAM Westcreek UHF | Westcreek UHF  CBridge 10 (3reen indicates Red line
RMHAM Devils Head UHF| Devilshead UHF CBridge 11 . . "
DMR Link DMRLINK CBridge 14
RMHAM Rangely UHF Rangely UHF CBridge 16 ]
| EMHAM QRV2 UHF T m Slgnal*
AUXCOM 50W1 T W
" RMHAM Almagre VHF m CBridge 25
RMHAM Squaw VHF Squaw VHF CBridge 26 \
RMHAM Lookout VHF | Lookout VHF CBridge 27 Yellow indicates

Triple C - Monitor Only | TpIC Thor ~ CBridge 49 TpIC Squaw offline repeater




c-Bridge diagnostics

History
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IU:E::I-EZ!E.&SZ 130 |7 Rhu{ﬁh_'lréglfﬂliaem T51 £/310825(3108507 hwlgtll_?gist KDOMRC - lmngfa;egtflﬁgé;lﬁ?cﬂlnrm United R%’%Imh“ 200 | 957 RE{[IJ_I'R e ‘
IU:Z:;.:DEJ% 400 |19 R.T'f'I.I-IhMT‘ggﬁmek Ts1 e[310846/ 1108133 ‘Fr‘elﬁul_:fFaek NOXCR - Jeff M - Puel!iﬁug:;_'%madc United States -- R%%'mleﬂl 200 |-914 RE{CI::R 0.0%
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Iﬂ:zﬁlzz:?é.l 17 a0 |19 RMHAMT‘LE;?;;MR TS1 e|310846( 1108133 Wcﬂl}t{*r;ck MOXCR - Jeff M - Puﬁfglﬂti‘;r;‘madn United States -- R';‘rﬂh-:%;:}l};“ 700 | 912 RE{EI:‘-I-R 380
IU:E:-I:JZE%T:H'II &0 |7 RM Hﬁh;é;mﬁcm TS1 ¢[3108253108507 Mcﬁ_lh_.tlﬁi:t KDOMRC - Jumg:ia;gu_:ris] gﬁiﬁ'}ﬂnlmﬁﬂ United R'?Fcl}?;]];“ 700 | 873 RE{EIJ-I-R 1 0%
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Software Defined Radio (SDR)

e Often USB based

e Stream signals via IP
- 1Q stream
- Digital audio

e Software
- RTL-SDR
CE
- OpenWebRX

I
- GnuRadio " HackRF One |
- Direwolf (packet) | | GREAT SCOTT GADGETS .




OpenWebRX

OpenWebRX) PRy s— =Eml o
vergrean-Lolorado.| ko O Hia T Status Log Receiver Map Settings

N

SDRPlay RSP2 VHF L]

144, 5286 MHz

FM WFM AM LSB USB
CW M17 FreeDV DRM
DIG -
U] —— ] ——
50 — L, ——

= =
a a Qi 4 -63.7 dB

0 sudio burrer (0.2 51
[Mhistwork usage [193.1 kbps)




Remote Base

e Remote control of a radio
e Software or hardware remote

e AllStarLink supports remote
base with limited control

RigPi Station Server
KEYER SPEED

. MH

. "PTT CW

AMATEUR RADIO
INTERFACE SYSTEM

Model MFJ-1234




IGate

* Forward APRS to aprs.fi
- Internal or external radio

e BPQ can also be an iGate




BPQ, WinLink & NTSGW

BPQ32 BBS KONTS

‘Status“ConﬁguratiDnHIJSE~1‘5||T\-'Iessage_5” Forw&rding”We]come Msgs & Prompﬁ”Housekeepi_ng”WP Update”[\]ode Menu

Filter
From Message 10928
To From Sent |07-Jan 01:50Z | Type
:I To Received 107-Jan 01:50Z | Status
”la:l BID Last Changed |07-Jan04:53Z | Size |273
BID ,

Email From | |
VIA |NTSUT |

1017 Title [QTC 1R NORTH OGDEN UT 84414 |

10936

18935 | Edit Text | | Save | | Save Message | | Print | | Export |

10933 F e

10932 Green = Sent, Yellow = Queued

10931 laceko [|acevc [keisc [kenTs |[lkewav |[k8zTT |[kFeBPN |[Necq |

e [wen  fRMs  [wAeR | | | | =

10929

10928

10927

10926

10925

10924

189723 =




« DDF7000 Doppler

e Links multiple units and
mapping software with IP

i Sinetl
3 ] i
| NP 1 -'E; i e
'_a ‘:}x- Track D e % "
T NI W = Wy )
= L
i I.v'

Exmg Coach Pasz Bd

P Rl Ry

Wl

o
T W H




Network Management Tools

cping

— Concurrent ping

SmokePing

— Graphing ping
Observium/Nagios/LibreNMS/...
- Network Management Systems

RANCID
— Network device backup



_«AQE_%EE}-{LQH Search

»

Salt Lake City=

s | =
s . UNITED STATES

Grand Junction “ l

= o ' <
o o KANSAS

W’léh°

Leaflet | Map data © OpenStreetMap contributors, © CARTO

an Alwrk Ignored (Dev)  Eyentlog ~ Syslog
291up 5Sdown Signored 5m 33s routnr.l |225 radius Cummunicationswim

radio-cri | 5m 205 router phasel negotiation failed

router

1511up 744down 113 (12)ignore 7, ;3¢ radio-cheyennemtn

926 ok 0 alerts 23ignored | 10m 355 Taitar

router.d  9m42s router src address=10.20.6.2
radio-ct  9m43s router Discarding packet: locall

radio-ct  9m50s router src address=172.16.120.1

| Statuses 177 ok 1warnings 13%ignored 12m 5s radio-cheyennemtn

| ok Fail Delay Suppress Other = 32m3s radio-cheyennemtn
routera 9m50s router [[RIMH) src address=172.16.120.4

I 0 D D D

|Al¢rls 8843 7 0 3 10 | 32m 7s router

27 232 radin_framant

vadinfr  9m50s router TN src address=172.16.120.4
Observium 23.1.12452 (rolling) st W - @ 02535a




N\OBSERVUM @ E = m @ I

: router.squaw.rmham ‘
I Squaw Pass [39.679433,-105.492775] —-‘

Device Uptime Memory Usage

B overview [l] Graphs B Health i Ports * # Ping [EB Inventory B Logs @ alerts [ Config % & -

Etherl-Saddleback = € 33 3kbps Ethernet 6c:3b:6bid 8 The38 A¥ Ether2-squawon
10.20.13.1/24 sy @ s99kbps 100Mbps 2022-11-25 14:56:03 router [IEE)
@ clpps MTU 1500

[+] 85pps

Port Graphs Realtime ARP/NDF Table Alerts AlertLog Eventlog

Traffic

Sun 88:88 Sun 12:84 @3 Jan 85 Jan @7 Jan Week 58 Wesk 51 Week 52 Wesk 81
Bits/s Last Awg Max a5th Bits/s Last Awg Max a5th Bits/s Last Avg Hax 95th
# In 38.25k 41. 868k 185.87k 47 46k # In 38._99k 38.38k 143 .83k 43 63k # In 38 86k 29.79k 143 .83k 48 .91k

# Out  599.54k 617.98k 1.82M 6&78._45k # Out 681.81k 6&88.92k 1.48M 637.48k # Out  688.31k 592_38k 1.48M 634_84k
Tat+al 7 ATR  (Tn 428 778 Aot £ Ranh Ta+al 4/ 396 (Te 2 RAG 0ot 45 A3R4 Ta+al A7 716 (Tm A A5G Aot 187 7761

WINILID IBOL / 700LOW
YIATLI0 I80L ¢ T00LOW
YIATLI0 I80L ¢ T00LOW




* Important to have
adjustable sensitivity

System Alerts

Alert methods
- Emall

- Telegram
Alert on

- power out
— port down

- device down

il -

< Back RMHAM:Nerqu Alerts

N

grandmesaeast.gréndmesa‘rmham
Location: 39.048503,-108.252223
Device Uptime: Down (PING) 14m 3s

% Device Down Alert

Entity: apc.castlepeak
2023-01-07 22:26:32 -07:00

Conditions: device_status equals 0 (0)
Metrics: device_status =0

Device: apc.castlepeak.rmham
Location: Castle Peak, Eagle, CO
Device Uptime: Down (PING) 13m 59s

¥4 Device Down Alert

Entity: apc.castlepeak
2023-01-07 22:31:48 -07:00

Metrics: device_status =1
Device: apc.castlepeak.rmham

Location: Castle Peak, Eagle, CO
Device Uptime: 72 days, 13h 54m 36s

Device Down Alert

| Entity: radio-grandmesa

" 2023-01-07 22:45:47 -07:00

@f Metrics: device_status =1

&



Smokeping

FEldorado CRA 12V (10.30.81.5)

s 4w
= B m
§ 20 m
w lg"l =
ag:aa 16:60 12:688 14:60 16:00
W med RTT 11.3 ms av md 8.0 % av ls 8.0 ms av sd 1.4 am/as

Sun Jan 8 1lb:19:37 2023

Westcreek CRA 12V (10.30.116.5)

w

=

a 18 m

[¥]

w

w D } L

a8:-aa 18:686 12:88 14:88 16:a8
W med RTT 11.9 ms av md 8.0 % av ls 4.1 ms av sd 2.9 am/as

Sun Jan 8 1lb:19:37 2023

FEldorado CRA APC (10.30.81.3)

w
= 48 m
S 28 wL____’_A_J_I-ILI-l-"rLFLLd
w —————
w D } B
a8:-aa 18:686 12:88 14:88 16:a8
W med RTT 11.5 ms av md 51.5 % av ls 8.1 ms av sd 1.4 am/as

Sun Jan 8 1lb:19:37 2023



Seconds

Seconds

SmokePing Detal

Last 3 Hours

13:40 14:00 14:20 14:40 15:00 15:20 15:40 16:00 16:20
medign rtt: 12,6 mf Bvg 3B.2 ms mEx 3.7 ms min 4.0 @5 now 9.9 mE 5d 1.3 am/s
packet loss: 0.00 % avg 0.00 % max  0.00 % min  0.00 % now

B El/2e W22 W32 B4/ Bl B19/20
200 IEMP Echo Pings (56 Bytes) every 300s end: Sun Jan

loss color:

probe: B 16:29:16 2023

Last 30 Hours

e = .
Sat 12:00 Sat 18:00 Sun 0000 Sun 0600 Sun 12:00
median rit: 10,1 m5 avg 46.5 ms max 3.5 ms sin 4.0 @5 now 9.1 ms 5d 1.1 am/s
packet loss: 0.11 % avg 10.40 S max ©.00 % min 0.00 % now

Be El/2e W22 W32 B4/ B/ B19/20
200 IEMP Echo Pings (56 Bytes) every 300s end: Sun Jan

loss color:

probe: B 16:29:16 2023

Seconds

Seconds

Last 10 Days

$

LEIE

48 m

30 =

28 m 1

10 = § 4

8

30 Dec 31 Dec 01 Jan 02 Jan 03 Jan 04 Jan 05 Jan 06 Jan 07 Jan 08 Jan

median rtt: 8.4 ms avg 27.0 ms max 3.9 ms min 9.4 m: now 4.8 @5 5d 2.1 aaSs
packet loss: 9.83 % avg 1.67 % max ©.80 % min ©.00 % now
loss color: @0 El/20 E2/20 WM3s20 W4/20 Blo/20 B 19720

probe:

1401?
129--5
lﬁﬁlﬂé
QQ-E
EBH-S
4IJI||g

2B m

20 ICMP Eche Pings (56 Bytes) ewvery 300s

Last 360 Days

Lk

end: Sun Jan

e i g

B 16:29:16 2023

e A

]

January 2022
median ret:
packet loss:
loss color:
probe:

March 2022 Hay 2022
7.6 ms avg 119.2 ms max
.89 % avg B1l.78 % max ©.90 % min ©.14 % n
Bo El/zo W20 M320 W4/20 B 10/20
20 ICHP Eche Pings (56 Bytes) every 300s

July 2022
4.4 mz aipn 9.4 &3

Septesber 2022

now 7.2 ms $d 1.1

oW
B 13/20
end: Sun Jan

Movesber 2022

am/fs

B 16:29:16 2023



2823-01-88 20:57:15

arget

StarLink.

#34962 Period 1s Ping time x1 x160 x1@8
160 158 140 138 128 11@ lee 9@ 8e 70 60 5@ 40 30 20 1@ 2]
222224525322552454422234643425532445424445552432444453334223222353352215555346424455465244254554534334232232422243413544444424445125/52244443454434435434236162462343233
1111124142113413433111233333144313343933244414313234422141131913322411134442313133443441331334434233231112223211333124333343133331141419334313433333X4223125152351233131
2222245254335524554232345445255434464255455525425445534352243224544522255553424244565652435454535434232233432244424555445534445225353244553465435435434237263463344243
444446747645774676744456666657764667647767774764666775657446544665674447777564656678777469476776757656454455654466645866667746667447575466765676657657656459485674566455
2211134143113413433111233333234313344933244413313234422241131993322311133442313123454441331334434143231192223212333124433343123341142419334313433333X4223125152351233131
43222452542355245443223444443554244552554555254244455343522422245445222555534242445655524254555535435232233432244424555445524445225352244553465435435434236263452344443
8 100002000030000400
21111641431133134331112333231343133441332444133132334222411311134223111433423131234544413%1334434143231192223214333124442343123341142411334313443333X4223135151351233132

114121192111132112192141211312121121451891112511118111221183111191211111118111181171811111181211111111111181181111121222212118232111112221214111123111411324191152951214
114124113111232112192141212312131221491196132751111211221283111191211111119111181111811112181211111111111181182111121212215191232132112321214156125111114374182152951414
114111118111122112191141211312321128341171112241191111221113111171111111118111181891811112189219111112117161981181121212214191132111111221295111113119211113182951951212
114144992111222112191141211312221121451196112211119111221113111181111211118111181111811112181219111112111181111111121312215191232122112321214146123111311114184152951414
184918772191121812898871119312229129341769172241176995121173996676111155116871889688611761767277191192897856761811118712114157812711711116192171112918289113452748615484
734774576347149655584456111131923563384444657216576734533657534434414623542557424447324441447435944452431534451533673815483542435531476634598533415444263132332545344761
223231324241242363252125331112221123224212222222332221322461311132122311213323222333221222222112612222222312232311351312222323323221232222222222382213141122211233223423

6 100092000030000200
11111111111113131111211113313313113311231111131111321131213111133133331331113111133333132333121113111313333133211311113313131333311313111311313133111211711131711112111131111311
191111111111112919118119111119113111191111921129119111111111111111911112111111911111191111811211911119111111111111121219111191181111111111111119118111311113111141111111
111112111111113131211122121111113111111122121221111111212111111111212112212111111111111111121212111111711121111113111221211112111121111112122111111 1111411114121141131111
1111411214121151141111

ms hop

29.
18.
30.
54.
17.
32.

0.

2l

17.
42.
42.
40.
42.
19.
41.
41.
19.

2.

0.

8.
12.
15.
15.

CNUUWND®

CheyenneMtn....11111221211111313121212212212111311111122212122112111121211111111112212212121111211111111112121111111112121211312122121111211112112121112111312

Fremont

Morth
Budweiser

Namaqua
East

Eldorado

Westcreek

Blackforest..

Guy Hill

Strasburg

Critchell
est

Mosguito
Upper Dowd
Bellyache

Castle Peak..

Sunlight
GrMesaWest
GrMesaEast

11111221211112313221221212112111311111132212123112111112231121121112212212121111221111111212121112111112121121312122121111211112122221122111312
14121221221112323222321212122325321121132613223122111112332122122322212212255455444265348455564124221122232222322223121122211212232222122212422
36433444554334456433543444454547545434454955447444345444654435344444344444477688667498561671887346444344464444443345333343333444454344364436734
46434444554434346443443434454549545434354854434434335344454433333445344434477688667488661671887346444344464444443335333333433444455344334436634

1211411214121152141211
2112411234122281242212
4434634446456413354433
4444533446346415344433

..46343433553334646545534433454547545433454834444334455343544433334546443444477587567488651689896336554344363443443335434334433334445434363333633

.l 3

1222222222221322322122121212222233111113242221311222112223122211112222222222121122123 122122221 1321223221111211223222222222232321 2122411224122252232212

127154525212363412233232312322443323411412132557171722525124212312231221141212111151151112112441212459623351332212316332465182434231212221325446228241728334519172352544
114134214122232112113131221312231222412113152742112212221114112111221119121112192111 12112411211132211312111111113232115112124121112211215342126231114374115152151214
127274522212583413232233321522433524411412142557111722536134222312542133241212221151141112113441314459623371332312326432566281424222313242334446228251728365621813353535
127274525232363453233253324424453423411412132557111723535124522312242231145212212151362112112441314459623562332212226332565182434231213232335446228251728335619183353744

1899989889118968918118911311187191171178998919819997899618919991818911911191119111981118912899111111119988969119199121951191919988211121118979181118831218113799171991591
119111991119912911111111111911119191111171121121711119119111111116119811991118111111111111111919818117119911119811991119111191111121119111989911118111219113911141131591
4444544436456414343834
323443234442333382234344423334332233423343332343423343343443344344332443222332323422332362443333443443344333433434323224443323424423332342333333364324143532343333433433
677559951569596918769558681971576455765115751665181555795665576576578767858798517164557519666559665777118545666885569656658451761167946968555575586761274912564641865495
789979961971612911189778919191818971967117771187111119817191198191918181961198117186761111111119117117118717198811889118919861881119188911868619711981218113818141168589

1111111111113113211111111121211112111111221111121121111111112311111121111221111111112112112111211111112312112111111311112312121211111111211231211213111311111311214111141131511
111211211111113221111211121221112211111221111121222111121112211111112122121111111221121121211121211111111112113112131111121211112221111111113111311111311224111141231511
122221212222113222212212221222112221112221212131222211221122211131112222122212111221121122212121221111121122123112132111121212212222121212213211311122311224112151232612
122211 422221 113221223221212131222212212122212132214222122312111221221222112121222122121222223122232221222212212232222212213221321122312224212252232722
422221 1322313212233224222231222222322123222132224323222322221 3 3132232221322232222232222212223222322223422235222262232722
222232323232334232222232322532343222233324222232233322322223222332224423223432232222222232223233222232222223223232232232332242232242222344223232332223422335222262232722
233232423232336334423243322533344522334334223232233332323333222362325434333433332322432253333333223233332324233233342333333243342343233344323233332343433336235263232833
1111111111111111111111311171171111111111111111111131112112111111111111111111111111411121111111111111711717117112111111111111221111111111111711717117111111111131211113111341111511
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