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Solving Problems with IPv4

● This talk is an overview of things you can do with IPv4
● There is an entire RMHAM University that is a deep dive on 

every topic we will touch on today
– https://www.rmham.org/course-syllabus/

● IPv4 is a robust and redundant universal transport mechanism
– Extensible using new protocols
– Automatic recovery from failures is inherently supported



  

What is Internet Protocol version 4? (IPv4)

● Packet switched network
– Introduced in 1981
– Replaced older circuit switched networks

● Advantages
– Decentralized, hierarchical configuration
– Robust, dynamic routing
– Supports 4,294,967,296 unique addresses

● Network of networks (subnets)



  

Basic IP Protocols

● Internet Control Message Protocol (ICMP)
– Used for control and debugging

● Transmission Control Protocol (TCP)
– Reliable virtual circuit
– Built-in congestion control and error correction

● User Datagram Protocol (UDP)
– Best effort datagrams
– Well matched to VoIP



  

OSI Network Model

● Conceptual representation of 
network protocols
– HTTP - Application
– TCP - Transport
– IP - Network
– Ethernet – Data Link
– IEEE 802.3u – Physical

● Upper layers hide complexity of 
lower layers



  

Protocols Built on IP

● DNS (UDP) - name resolution
● NTP (UDP) - time synchronization
● HTTP/HTTPS (TCP) - web browsing
● SMTP (TCP) - email
● telnet (TCP) - remote logins
● ssh (TCP) - secure remote logins
● SNMP (UDP & TCP) - hardware management
● VoIP (UDP) - audio
● RTSP (UDP) - video



  

Protocols built on ssh

● scp - secure remote file copy
● rsync - clever secure remote file copy
● sftp - secure file transfer protocol (ftp)
● X11 scp tunnel
● tunnel - packet transport over tcp

– local or remote bi-directional port forwarding



  

Routing Protocols

● Open Shortest Path First (OSPF)
– Used on RMHAM network
– Find shortest path to destination

● Sum of path "length" weights

– Fast and reliable
– Link state routing

● Border Gateway Protocol (BGP)
– Runs the internet
– Slower and require more configuration
– Path-vector routing



  



  

Virtual Private Networks (VPN)

● Creates a point to point tunnel
– System level virtual circuit
– Complexity of intermediate networks are hidden
– Robust and redundant transport

● Types of VPN
– Secure Socket Tunneling Protocol (SSTP)

● Built on SSL/TLS to port 443 (looks like HTTPS)

– OpenVPN (OVPN)
– WireGuard
– ZeroTier



  

Mikrotik Hardware
● RouterOS is designed for routing

– Custom Linux kernel
– Supports IPv4, OSPF, BGP, …
– Any port can perform any function
– Same interface regardless of model
– Command line and well designed GUI

● Reasonable cost
– Very reliable (but lightning...)
– Targets Wireless ISP market

● Long range radios (2GHz, 5GHz, 60GHz)
● International versions can operate in Ham Band



  



  

IP Enabled Hardware

● Network and network monitoring equipment
● Site computers
● Repeaters (DMR,AllStarLink, PiStar, MMDVM,...)
● Remotely Base/Software Defined Radio
● Solar controllers
● Uninterruptible Power Supplies
● AC and DC Power Distribution Systems
● VoIP phones and IP cameras
● Alarm, access & environmental systems



  

Other uses of IP

● Cell phones
● Radio programming
● NASA Deep Space Network (with special mods)
● Internet of Things (IoT)

– Internet connected refrigerators, faucets, toilets, ...



  

IP Basics

● Each device has a unique IP address
● Each service/process has a unique port
● Devices are connected to a local subnet

– Ethernet/Wifi uses a MAC-IP address mapping

● Subnets are connected by routers
– A router decides where to send non-local packets
– Subnets between routers are called links
– The address (device) to send non-local packets to called a gateway



  

What is a subnet?

● Part of a greater (interconnected) network
● Group of IP addresses that can directly communicate (e.g. via 

ethernet or WiFi)
● Sometimes called Local Area Network (LAN)
● Devices on a subnet

– Have the same leading bits (subnet address)
– Can directly talk to other devices on the subnet

● Hardware that facilitate device to device communications on a 
subnet is a hub or switch



  

Network Address Translation (NAT)

● Also called masquerade
– Uses port numbers to share an (external) IP
– Router pretends to be devices behind it

● Router rewrites packets both ways
● Extended the life of IPv4 by decades
● Limited security measure

– Only the router can be reached from internet
– Port forwarding allows inbound connections



  

Networked Devices



  

Site Computer

● Industrial computers are robust
● Preferably DC powered

– SSD for temperature tolerance

● Raspberry Pi can work
– Use a metal case, good power and 

high quality SD card

● Shielding is important, both for the 
computer and any cables

● Site computers add many new 
capabilities to control and monitor



  

Uninterruptible Power Supplies

● Higher end devices 
often are IP enabled

● Web and telnet access 
via Network Module
– Also serial or USB



  

apcupsd

● Power monitor for any 
APC UPS (IP or USB)

● Linux deamon and web
servers

`



  

AC Power Distribution

● AP7900 - eight controllable outlets
– Supports cascading power on and pulse off
– Web, ssh and SNMP via IP



  

Power Distribution Unit 1

`



  

Power Distribution Unit 2



  

● 12V DC or 24V DC
● 40A total capacity
● Soft fuse setings
● Low voltage disconnect
● Email alerts
● Broken SNMP

`

RigRunner 4005i



  



  

ICT180SE-12IRC
High Current DC 
Power Control
(150A 12/24V)



  

Solar Controller



  

Mosquito Peak Battery Voltage



  

Monitor Systems

● One wire sensors
– DS18x20 temperature
– DS2438 humidity

● Web server & POST



  

VoIP (SIP) Phone

● Requires an Asterisk PBX
● Many use 48V power

– Some operate on 5V

● Very useful when cell 
coverage is marginal



  

IP Cameras

● IR for dark conditions
● Pan-Tilt-Zoom
● Blue Iris DVR software

– Good at motion detection



  

Ethernet to Serial Converters

● Acts as a telnet-serial server
● Can also be a virtual serial port



  

Controller Access via Serial: SCOM 7330
Requires an IP to 
serial converter or
site computer with
serial port and minicom

Easier than using tones
for lengthy programs



  

Remote access to KPC-3+



  

Repeater Linking

● IP permits linking of digital and analog repeaters
– Native to digital radio such as DMR, D-Star, C4FM, P25
– AllStarLink, IRLP, Echolink adds linking to analog

● IP linking is sensitive to network performance
– UDP based which is a "best effort" protocol
– latency cause delays
– jitter cause syncing problems
– digital modes tend to be more robust

● P25 is very sensitive to jitter



  

USB Analog adapters for AllStarLink

● Based on USB 
audio chips

● Should have 
isolated PTT and 
similar lines



  

Radio Thin Client Module

● Stand alone PIC 
based radio interface

● GPS based timing for 
voting & "simulcast"

● Used by ColCon
– Voter2K and Voter3K

are coming soon



  

AllStarLink hub connect multiple site



  

● Voting selects the 
strongest signal from 
available receivers

● AllMon2 shows the 
signal strength



  

AllFall is a web based waterfall for AllStarLink



  

AllFall can store data and audio



  

Pi-Star

● Raspberry Pi based 
Multi-Mode Digital Voice
– DMR
– P25
– C4FM
– D-Star
– NXDN

● Hotspot or repeater



  

DMR natively support IP

● Motorola IP Site Connect
● Master/Peer configuration

– Limited to 16 repeaters

● Repeater Diagnostics and 
Control (RDAC)
– Remote control of repeater

● RMHAM use c-Bridge
– 3rd party DMR bridge



  

Repeaters linked via c-Bridge



  

c-Bridge diagnostics



  

Software Defined Radio (SDR)

● Often USB based
● Stream signals via IP

– IQ stream
– Digital audio

● Software
– RTL-SDR
– OpenWebRX
– GnuRadio
– Direwolf (packet)



  

OpenWebRX



  

Remote Base

● Remote control of a radio
● Software or hardware remote
● AllStarLink supports remote 

base with limited control



  

iGate

● Forward APRS to aprs.fi
– Internal or external radio

● BPQ can also be an iGate



  

BPQ, WinLink & NTSGW



  

Direction Finding

● DDF7000 Doppler
● Links multiple units and 

mapping software with IP



  

Network Management Tools

● cping
– Concurrent ping

● SmokePing
– Graphing ping

● Observium/Nagios/LibreNMS/…
– Network Management Systems

● RANCID
– Network device backup



  

Observium



  

Observium Port Status



  

System Alerts

● Alert methods
– Email
– Telegram

● Alert on
– power out
– port down
– device down

● Important to have 
adjustable sensitivity



  

Smokeping



  

SmokePing Detail



  

cping

`



  

Questions?
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