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o my ISP Installed a thin
apartment
(and it wasn't workin




What to do?

That looks like a Mikrotik device

Can we get a shell on it?

Don’t have the password

Do have permission to mess with it
| think they didn’t believe that | could break into it

Don’t have the full config

LLDP says the firmware is fully up to date (long
term support)



How about off the shelf exploits?

* Mikrotik has a debug shell if you can write a file
to the filesystem

* https://github.com/BigNerd95/Chimay-Red
works great, but our firmware is too new

* We could try to attack Winbox — there’s some
documentation for that and people seem to find

lots of vulnerabilities
That sounds like work and we have physical access



https://github.com/BigNerd95/Chimay-Red

Physical Attack: JTAG

Can we just overwrite some memory and let
ourselves in?

Can we find test points easily?
Maybe?
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lal port!

Found a ser




JTAG maybe?




My Business Card says “Software”
What else can we do?

Can we boot to something else and copy the
flash that way?

Netinstall == PXE Boot?
It's just a Linux box, right?

Seems a better first thing to try: soldering things
iIsn’t exactly “subtle” if anything happens
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Demo Time!

 Live Demos are hard, so | recorded one

 (Recorded demos are hard too -- go easy on
me)

* https://youtu.be/LlizkirclZY



That can't be real, you got the

password using just strings?

| tried binwalk first

| assumed | was going to have to add an
account for myself because surely passwords
are hashed

Mikrotik is using a weird/old/deprecated
filesystem that's hard to work with

Tried strings just for fun to see if | could find the
hashes

Found the plaintext
Profit? \ (V) /[



Responsible Disclosure?

 Nah.. The NerdFest organizer wanted

(required?) a talk and I'm busy
(and tired of yelling at incompetent IT companies for a living)

* The Mikrotik Security policy would seem to me

to not want this sort of report anyway
They say that they don’t accept issues due to configuration

* Did you really expect security from a $70 router
anyway?



Walit... Is having a password set

misconfiguration?
I'd argue yes, in 2023, yes.

Physically prevent untrusted people from
getting to the config interface

Firewall untrusted people from the config
Interface

Use public key crypto instead

The untrusted device only knows your public
key, which Is useless to an attacker

Note that RouterOS only supports some older cyphers for
this — you might have to tweak your client ssh settings

(ugh)



How Is this relevant to RMHAM?

Say you knew someone with a big network of Mikrotik
gear

Maybe they leave devices on remote mountain tops for
anyone to touch mostly unsupervised (anyone with
lockpicks or climbing gear?)

Maybe they all have an administrative user with the
same password

Break into one, get them all!
Sound familiar? Of course not ;-)

'Snark aside, the RMHAM network is pretty great! Who'd
want to break it? This is just something that could be
nossible]




Practical Security Advice

Don’t use passwords

Don’t use a single password for multiple things

Jse two factor authentication
Prefer two part keys/certificates

Make sure “secure’” hardware can’t be
touched by untrusted people



Questions?

ben@kc2vjw.com
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